( A new concept g

Storage, Inc




+,- 1/+.00.!/$%$

0-!.1#4/

#

0.

%

%

"0, #0"0"

%



1Y o T 1§ | @ 1S3 V£ 10 || SO 5

1.1 INEFOAUCTION ... e e e e e e e e e e e e e e e e e e e as 5
1.2 HOW OSVaUIt WOIKS ...ttt e e e e e e e e e e eeeeeesassmmmmneees 5
1.3 Where to Find This SOftWare..........ooi i 6
1.4 About Open SoUrce StOrage INC. ..........cuummmseeerneeeeeeeeeeeeeeeeeeeinnn e 7

2 InStalling OSVaUIL .......cooiiieeeee e e e e e e e e e e e eee e e e e eearanrees 7
21 Hardware ReqUIFEMENTS..........coviiiiiiieeeeemiiiiiiiiiaee e e e e e e e e e eeeeeeebabinnmnneees 7
2.2 Booting the Distribution DVD and Loading thef@@re .................cccoevveeees 8
2.3 Power for the APPHANCE ..........ooo oo 10
A N o (0] (] g [o U o @F= o] 1= 10
2.5 Plugging into YOUr NEIWOIK..........uuuuiiiiiiiiie et 10
2.6  Accessing the Web-Based Interface ......cceeeeeeevvviiieiiiiiiiiiie e, 11
2.7  Accessing the Command Line Interface ... uvveeeiiiiiiiinii s 12

3 Configuring OSVaUIL.........uuiiiiiii i e e e e e e e e ennnneeeeranne 12
3.1 Setting the 1P AdAreSsS......oooo oo 12
3.2 Performing a Library INVENTOIY ..........occeeeeiiiiiiii e e 14
3.3 Formatting All MeIa ........covviiiiiiiieemmm s 16

4 InitializZing OSVaUIL..........cco i e e eener e 17

5  Administering OSVauUlt ..o 17
5.1  Web-Based Appliance AdmINIStration ........ceeeeeeevveeeeeiiiiiieeeeeeeeeeeeeeeeesinnnnns 18
5.2 Command Line Interface ADMINIStration .............cceviiiiinieiiiiiiiieiiiiinnn 18
5.3 BasiC CLI COMMANAS ........ccooiiiiiiiiiicmmmmm ittt 18

6 IMporting and EXPOITING ......ccooiiiiiiiiiiimmmmmre ettt eeaneaeee e e e e 25
6.1 INAIVIAUAI MEAIA......euiiiiiiiiiiiiiiiee e eeeee ettt 25
6.2 MAGAZINES ...ttt eeeeeeee e e e e e e e e e e e et ar b as 25
6.3  Web-Based IMPOr/EXPOIT.........ouuuuivuiemmeiiiiiiieas e e e e e eeeeeeeeeeesesennnnnnnnes 27
6.4 Command Line IMPOI/EXPOrt.......cooouies oo 29
6.5  Optical Drive Management.............uuuueemmrrrruniiiiaaaeeeeeeeeereeeeeereennnnnnnnnnn 30

7 Attaching Client Systems to OSVault........coccceoiiiiiii s 31
7.1 Windows 98/2000/XP/2003 CHENLS ........oocccee e 31
7.2 LINUX CHENES ...ttt e e e e e e e e e eee e e e e 33
7.3 SOIArIS ClENTS ..uuviiiiiiiiiiiiiiiee et 35
7.4 HP-UX ClENES ..ot e e e e e 35
7.5 MacINtOSh OS X ClENTS ......uuuiiiiiiiiiimmiiiiiieee e 35
7.6 ADX CHENES ... et e e e e e e e e e e e e e e eeeeeeee s nnmnnesseennnnns 35

8 Making Media Copies in OSVaUll.............ceeeeeieiiiiiieeeeeeeieeeee e 36
8.1 INETOTUCTION ... eeaa e e e e e e e e e 36
8.2 How Media Copies are Initiated in OSVault..........cccooovvvviiiiiiiiiie e, 36
8.3 Initializing Media for Use with Copymedia ............coooviiiiiiiiiiiiiiiieeeeeee, 36
8.4  Specifying a Copy Pool in the Optical Libramy.........ccceeeeeiiiiiieeeeiiiiiiiiiinnns 36
8.5 One or TWO Drive Copy OPErationsS........ e eeeerrrrrnnaanaaaaaeaaeeeeeeeeeesennnnns 7.3
8.6 Example Operations of Copymedia.........ceeeeeeiiiiiiiiieiiiiiiiiieiee el 83
8.7 Replacing Individual Media in the Copy PoQl............oooviiiiiiiiiiii, 39

9 AULOMALIC BACKUPS .....ceeeeeeieiiiiiie et eeeeee s e 41

10/25/2006



9.1
9.2
10

How Automatic Backups WOrK........coooo e 41
How to Restore a System BacCKUP.........commeemeeeieeeeeeeeeeieiiieiiiiiiineee 41
Advanced Web-Based Administration UtilitieS...............ueeiiiiiiiniiiiiiiiiiieeiiins

10/25/2006



This document is intended to aid the reader inalhsg and using an OSVault
appliance. We have assumed that you have purclasegtical library with an
attached appliance (server) that already has théaQIEsoftware installed.

OSVault is both a set of software to automaticallyunt and dismount DVD and
ProData media when needed, and a system configaydiased on LINUX, that
creates a dedicated storage appliance to offer dfktccessible Storage (NAS)
services.

OSVault consists of the following major softwarekages:

LINUX 2.6.3 — the appliance operating system thaip®rts Network
File System (NFS) access by UNIX and LINUX systesnsl allows
the other various software packages to share thieaape hardware

SAMBA 3.1 - allows Microsoft Windows systems tocess files
stored on the OSVault appliances

autofs 2.4.6 — An auto-mounting file system thabgmizes when file
systems on different physical media are requiretlissues the robotic
commands to move the needed media into an avaitkivie slot

webmin — A web (HTML) based system administrati@chage that
allows all needed configuration parameters in tpeliance to be
specified or queried

When fully configured, OSVault looks like a netwofike server such as a
Network Appliance Filer, a Windows 2000 Server, @rLINUX file server.
OSVault allows client computers to connect via @itbf two protocols, CIFS or
NFS, to create, read, write, or delete files anmeéatories on the appliance. An
OSVault appliance allows direct access to eachepadcmedia in the ASACA
library as if it were a hard disk drive or the client system can read and write to
the /cache directory and OSVault will move filekena pre-determined period of
time, to an available DVD or ProData disc in theA&3A library.

For example, if a Windows XP user can access th¥aDb appliance over a
network, then that user can right-click on the Mgniputer icon, select Map
Network Drive..., type iINOSVAULT\CACHE, and click on the Finish button.
The Windows XP system will then create a new diskednumber that maps into
the OSVault appliance and will open an Explorerden showing the contents of
the OSVault /cache file system. Files can thercéygied into and out of the
/cache file system, and application programs, sssckVord or Excel, can directly
save or open files in that file system.
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The /cache file system is periodically scanned I8V@ult, and older files are
“migrated” from the hard disk onto an availablegaei®f optical media. A link is
created between the /cache file name and the neatido for the file on the
optical media. In this way, files that are no lengesident on the hard disk inside
OSVault can still be opened by the original namWhen the original name is
opened, OSVault will mount the required piece diag media before the client
system is returned the data it is requesting, dified that the data has been
written successfully.

By default, any uninitialized optical media in tASACA library is formatted and

labeled with a label composed of the string “ASAC#Hgllowed by the slot

number and side of the media in the library. Faanaple, the second piece of
media in the library, if unformatted, will be labdl ASACA4097A on the top

side, and ASACA4097B on the bottom side. That piet media can then be
directly accessed, bypassing the /cache, by refgrgn the name

/archive/ASACA4097A. Windows users can map a nétvasive to a particular

piece of media by enteringDSVAULT\archive\ASACA4097A

The software that makes up the OSVault applianceompletely open-source.
This means that the software source code can bl fitewnloaded from various
sources, including web sites. The following weltesi have the software
components.

http://dvdvault.sourceforge.net The changes to the autofs software for
an ASACA library and the migration software

http://fedora.redhat.com the LINUX operating system distribution used
by OSVault

http://www.samba.org- the SAMBA software for Microsoft Windows
“share” access

http://www.webmin.com- the web-based administration software

http://www.osstorage.com/OSVault- the complete RPM software
package that makes up the appliance

Other components are resident on the distributioWDD including the
KICKSTART configuration for installation and the geLINUX-installation
configuration script.

One note about open source software: open sowftease can be freely
downloaded and changed or customized in accordaithehe copyrights on the
various modules. Support from Open Source Stofagmstallations is not free
and requires the purchase of a support contract.
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Open Source Storage Inc. is a professional sendcegpany that develops and
maintains the OSVault software. Since OSVaultpsmsource, OSS Inc. does
not actually sell the software. Open Source Stwragpkes revenue to fund
continuing development by assisting customers (e®s and manufacturers)
with the installation, deployment and support ofMa8ilt.

OSVault is intended to run as an appliance on &8 bor AMD processor system.
Certain assumptions are made including:

The appliance will not be used for other purposes

The hard disk drives on the appliance do not cantiata that will be
preserved, other than OSVault specific data

The hardware meets the hardware prerequisites dilenv

#$ %

OSVault is usually shipped to a customer site gwreaconfigured appliance.
However, this document also shows the steps netaladstall the OSVault
Library Appliance distribution on DVD onto a gererhardware platform.
OSVault has been tested on various hardware phasfoand is officially
supported on hardware that contains the followiagltvare components:

Intel Pentium 4 processor (single processor is @abée, dual CPU
configurations have also been tested)

1GByte of RAM memory (more memory is acceptable)

Two ATA or SATA disk drives with at least 500GByte$ storage on
each disk

Adaptec 79xx, 29160 or 39160 SCSI Host Bus Adafit#A) or LSI
Logic SCSI Host Bus Adapter (HBA)

A LINUX(Fedora)-support Gigabit Ethernet Interfaces

Expected system performance is somewhat dependdahedardware used in the
appliance. For example, a properly configured iBent4 system with

10,000RPM SATA disk drives connected to a GigalbitelEnet switch should be
able to read and write data in cache at around 4@8lper second. The limiting
factor is the throughput to the hard disk drivetlwe cache, not the network
connection, the memory or the CPU. Adding or trngka second gigabit
ethernet link to the appliance will not increasef@enance, since the magnetic
disk is still the limiting factor. Using a RAID-Bonfiguration on two or more
disks for the cache can increase performance sulalg and the appliance will
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be able to move around 75Mbytes per second thraugingle Gigabit Ethernet
link to a single client system.

The type of data moved over the network can alspach performance. The
megabyte per second numbers given previously assuhe large files are
transferred sequentially into or out of the cacliea number of small files are
transferred, throughput will drop considerably doethe overhead involved in
creating directory entries for new files in theleac A large number of very small
files all stored in a single directory can dropfpanance below 1Mbyte per
second, even with fast magnetic disks.

The migration of data out of the cache to the @piiltives imposes a performance
penalty of around 4.5Mbytes per second per Probpteal drive used, or less

than 1Mbyte per second per DVD-RAM optical driveedis So an appliance

configured to migrate from a single magnetic diakhe to three ProData optical
drives will then only be able to move around 20Misyper second between the
client systems and the cache.

Reading files from a client system that resideoptical media can take various
amounts of time to complete. The factors that ichfi@at amount of time are:

Type of optical media -- DVD-RAM media takes approately 30
seconds to load and be recognized, while ProDataliaméakes
approximately 15 second to accomplish the same load

Number of drives in use in the ASACA library --dfl drives are busy
fulfilling other client reads or writes to otherepes of media, this
particular read or write will have to wait for aw to become available.

Transfer rates of optical media -- ProData writearaund 4.5 Mbytes per
second and reads at around 10 Mbytes per secoritt @WD media

reads at around 2Mbytes per second and writes caindr 1IMbyte per
second.

Other cache based reads or writes at rates higlgérto use a significant
percentage of the network bandwidth -- A singlemdliblasting data to or
from the cache can use 90% of the network bandviadtperiods of time.

Although complex, the performance of the OSVaulliamce is predictable and
your sales representative can help you with exgdextstem performance for your
application.

& " o

Quick Start Checklist

1. Unpack the ASACA library according to the direcson Make sure to
remove the internal retaining items.

2. Load the ASACA library with media. You MUST pup#ce of media in
the first slot in the library (top of the “Al” magae). This piece of
media is used for backups of the appliance duripgration. Media
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loaded must only be DVD-RAM or ProData media. DYRDand DVD-
RW media is not supported by the ASACA drive firmmaa

3. If a separate server is being installed, placestdrger within 6 feet of the
ASACA library to attach it to the library.

4. BEFORE TURNING ON POWER, Install a 68-pin SCSI eabktween
the server SCSI port and the ASACA SYSCON (systentroller). Run
a short SCSI cable between the SYSCON and the D¥DFRr ProData
drive connection on the back of the ASACA librafylake sure the SCSI
cable is 6 feet (2 meters) long or less. LongeBIS€bles (or inferior
cables) will result in chronic I/O errors duringewption.

5. Determine an IP (Internet Protocol) address fors#r@er and make a note
of it.

6. Determine an IP address for the ASACA library aettke address on the
ASACA library via the library's front panel.

7. Install CAT-5 network cables between the libraryd apour network
switch, and between the server and your networkichwi Wireless
(802.11a/b/g) is not supported.

8. Install the power cables to the server and thairbeing careful to keep
the power cables and the SCSI cables from runniu@llpl in close
proximity.

9. Attach a keyboard and monitor to the server. Seameers support serial
port BIOS settings and you can use another commuiterthe “minicom”
or HyperTerminal software on it in place of the kegird and monitor.

10.Power up the ASACA library.
11.Power up the server.

12.Place the distribution DVD into the server DVD-RQdvive and reboot
the server if necessary.

13.KEEP IN MIND THAT INSTALLING THE DVD DISTRIBUTION
SOFTWARE WILL ERASE THE HARD DRIVES ON THE SERVER.

14.When the monitor on the server displays the “Boptdmpt and waits for
input, type in the following command:

linux ks=cdrom:/ks.cfg

15.The above command will load the OSVault softwareodhe server and
will format the boot disk and cache disk for opemnat The IP address of
the server will initially be set to 10.1.1.2, whiglou can change after
installation completes.

16.You will be prompted to indicate where the disttibo media resides.
Select CDROM with the arrow keys. Press the TAB ketil the OK
button is highlighted, and then press return.
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17. Software installation will take approximately 30rmates (longer on some

servers). If the distribution media is on multiggeeces of media, for
example CD, you will be prompted to switch to tlleep pieces of media.

18. After software installation, the now-configured &gpce will perform a

hardware inventory on the ASACA library (15 minufes 250 slots) and
will then load every piece of media in the libranyd examine it. It takes
about a minute for each piece of media to be faedabr checked. If the
media is unformatted, OSVault will put a UDF filgsgem on each side of
each piece of media. If the media is formatted, thlume label on the
media will be used to create a directory (using Wodume name) in

/archive.

19.0OSVault will then reboot the server and all sersioa the server will be

started. You can configure the appliance via a watowser
(http://10.1.1.2:100000r via the attached keyboard/monitor. The web
interface is preferred unless you are an expert{Ndministrator.

)

THIS DEPENDS ON CONFIGURATION. Check the manudiattcame with
the server hardware.

"o x

The following cables must be attached to the appéa

1. SCSI cables from the VHDCI connector on the backhef appliance to
the SYSCON Micro-68 connector on the ASACA Library

2. SCSI cables from the SYSCON Micro-68 connector lte Micro-68
connector for the drive bus on the back of the A8AiBrary

3. Power cables from a power source (100-240 volthéappliance and to
the library

4. Network cables from the customer's network facility the appliance
Gigabit Ethernet port (RJ-45) and to the ASACAdityr 10/100BaseT port
(RJ45). This cable must be at least CAT-5 complian

H' ) m n , -

The ASACA-provided OSVault appliance has two 10/1000BaseT network
interfaces. During installation, the RJ-45 conoedabeled “0” should be
plugged into the local area network. The RJ-45nector labeled “1” should be
plugged into the RJ-45 connector on the DVD or Ritaty. The cable used to
plug between the appliance and the library shoald at-5 (or better) cross-over
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cable. The cabling from connector “0” and the pea&s network switch should
be a straight-thru cable, CAT-5 or better.

The network interface will automatically determiwhat speed to run based on
the network switch capabilities, the quality of &ebling used, and the length of
the cable. With a limited number of network swéshit may be necessary to
lock down the duplex of the link to either halffaH.

" / /&

The OSVault appliance has a web portal (main pag#)e default address on the
appliance. When first installed, the applianceaisttp://10.1.1.2 Any web
browser on another system in the same 10.1.1.xanktean type the link into the
web browser and be presented with the followingesar

MY
FC

305 Vault Web-based Archive Administration - Mozl Firefox
Ee E& Yew o Dookmerks Jock Help

Ga-op- @ |-;j @ [ ooz 168.2.100 RN [
Gougle - [Mortreal restaurants =] 4 G semch - &) PR M ok - N Aok ] Aol B Sisoibe - B optns &[] Mortredl [ restourants

OSVault Administrative Interface

OSVault User Marnal Access General Documentaton on the OF Vault apphance

OF Vault Web Admon Interface Access the control mterface for the OF Vault Apphance

Advanced Web Admmistraion Tse this meerface for all advanced tasks on the OS5 Vault apphance.
Interface (Warning: expert use only).

Support Snapshot Display support information in a total snapshot (needed for support calls or emails).

| wession in progress - GaToMyPE x|

Done
istart| (} B (@ *[@ 05 vaul webb.. @ Googe Notebook ... | @ Letode defocean... | @ Mt totmad Help .| L Manusts | g~ | B occuments -har... | 2 (B| @)| 3 [« @E smsem
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Secure shell, referred to as SSH, allows the arftgommands in a line or
text mode into the appliance, with all data enaegpso that others cannot
snoop on what you are doing. This is particulamyortant when using an
external Internet connection to control the apmlérsince external Internet
data can be intercepted while transiting netwounkiside of your local office.
Also, anyone within a company with physical accéssyour company
network can, with relative ease, intercept any caomcations to the
appliance. Therefore, SSH is recommended for @ihroand line interface
activities and is the only interface, other thae #ppliance console, enabled
for command line access.

SSH is available on all Windows, LINUX, MacintoshdaUNIX systems.
For Windows systems, a copy of CYGWIN can be doadéd from
http://www.cygwin.com See Appendix A for instructions on installing
CYGWIN on a Windows system.

Installing CYGWIN with its default settings on a dfosoft Windows system
will allow you to invoke SSH in a command windodust double click on the
CYGWIN desktop icon on your Microsoft Windows systand then type the
following command:

sshroot@10.1.1.2

You will then be prompted for the “root” passwomgthich by default is
“password”. Your local system will then store kaysed for encrypting the
communications with the OSVault appliance. If yiater change the IP
address for the OSVault appliance, the next time yse SSH, a new set of
keys will be generated.

1 " 2(-2

TELNET is disabled by default on the OSVault appdie.

*

) )

You can use the “Network Configuration” link to cfgge the appliance network
address to work in your local network. For examglgou wish to change the
OSVault appliance address to 192.168.2.14, firs¢csethe “Advanced Web
Administration Interface, then click on the “NetwdConfiguration” link and you

will see the following screen:
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) Network Configuration - Mozilla Firefox (=3

| W hitp: /64,221,234, 218: 10000/net/ |

)

B Feedback | < ¢ Log Out

OO e® O P

N
(Wiebmini System Serverss Networking: Hordwore Elusters Ofhers

Network Configuration

DN3

Network Interfaces Routing and DNS Client Host Addresses
Gateways

Click this button to activate the current boot-time interface and

Py e routing settings, as they normally would be after a reboot. Warning

- this may make yvour system inaccessible via the network, and cut
off access to Webmin.

You can then click on the “Network Interfaces” ictango to the screen that will
allow you to set the IP address of the appliansdolows:
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In the above screen, there are two Ethernet irtesf@n the appliance, ethO and
ethl. To change ethO to the desired IP addrask,arh the name “eth0”, and use
the following screen to set the information:

) %" ( 34 3

OSVault, during installation, will perform a fulhventory of the library. This
inventory includes having the library use its intrintelligence to check for the
presence of media in each slot (called an InigaElement command), and then a
load of all detected media into an optical drives¢ée if the media is formatted. If
unformatted media is encountered, OSVault will fatitine media.

Media formatting involves the placement of a UnsadrData Format (UDF) file
system on the optical media. UDF is the standiégdsystem that is an extension
of the same file system used on CDs and also tine $iée system used on DVD
movies. UDF can be read and written on every mi@rsystem in use today.
Media formatted and written to by the OSVault agptie can be exported and
read on just about any computer with a DVD drivEhe ProData (sometimes
referred to as Blue Laser) media can only be readvritten in a ProData
compliant drive (most DVD drives are not blue lasgpable as of this writing).

Please keep in mind that this process can taken@ tisne. A full hardware
inventory takes approximately twenty minutes pe@ 2fots, regardless of the
number of media installed in the library. The fatnwerification and formatting
can take one minute per piece of media installethenlibrary. So, for example,
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an ASACA AM250-PD with 100 pieces of media will &alabout two hours to
finish a full inventory.

4 3 ( 3

Use a web browser to type in the IP address ofoB¥ault appliance. You
can then select the library control by clicking o@SVault Web
Administration Interface, then clicking on Archivélanagement, then
Physical Library Management. That will presentfiblowing window:

Clicking on the “force” button will initiate a fulibrary inventory. On a 250-
slot library with three drives that is full of medlithis can take as long as 1.5
hours to run. Each piece of media in the librail} e loaded into a drive
and have the label read and stored in the applian&iso, directories for
direct-media access, usually /archimetialabel will be createdmedialabel

is the label read from the media. If the “Formatoumatted media during
forced inventory” checkbox is checked, any medat th found in the library

10/25/2006



that is unformatted (does not have a valid UDF distem) will be formatted
with a file system and labeled with a label of then of “ASACA” followed
by the slot number and side; for exampeACA4097Avould the name for a
piece of media in the second slot, top side. ASAlbharies start slot
numbers at 4096.

*%% ( 4 3 ( 3

inventory -o /dev/sg0 -p ASACA -f

The above command uses the /dev/sg0 device enisgie commands to the
robot to mount all media for format checks. Youn cetermine the device
name with the mcstat command.

The “-f’ flag tells the inventory program to formanhy media that is not
already UDF-formatted.

Inventory will mount each side of each piece of raed the library unless the
-n flag is given. With dual-sided-media capabl&dries, the “-n” flag tells

inventory to only use a single side (side O, or tipside as you look at the
media in the magazine) of each piece of media.

% " 5

In some cases, it may be necessary to format ath@fmedia in the library,
regardless of data already stored on the mediathelf“format all” option is
selected on the inventory command, all (REPEAT ADLdata in the library will
be erased.

/| 1& 5 - 4

To avoid the possibility of mistakenly formatting) enedia and wiping out
current data, a web interface to accomplish a fidimat is not implemented.

*%% ( 5

There is a command line interface option to theemery command that will
cause the inventory command to ignore any exidtibg label on the media,
and to format all pieces of media (both sides) withew UDF file system. To
indicate that “inventory” should format all medthge “-x” flag must be given
twice to the “inventory” command, as shown below:

inventory -0 /dev/sg0 -p ASACA -x —X
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Once the OSVault appliance software is installé@, $ystem will prompt you to
reboot the appliance. The appliance will then astvith the newly installed
software and will start a series of initializati@sks, including:

Startup of the network interfaces, and setup ofSC{indows SHARE) and NFS
services

Startup of the web-based system control (portsn8i0189000 by default)
Mounting of the magnetic drives for cache space

Scheduling of the migration task to relocate figgten to cache onto optical
media

(One time only) Having the library perform a hardvanitialization to
determine what media is stored in the library

(One time only) Loading each piece of media intirige and formatting the
media if it is not already formatted -- Note tina¢dia not previously written
in standard UDF format is considered unformatted @il be overwritten.

Several software packages such as DiskXtender EBIG and AMASS from

ADIC do not use a standard optical format.

Initialization of the Relational Database that ksenedia moves from cache
to optical media and the contents of each file rdove

Once the OSVault appliance has finished its one-tinwentory and format process,
any references to files stored on optical meditodiles migrated from the cache to
optical media will cause the ASACA library to lo#ttie appropriate media to fulfill

that reference. Assuming a standard installatmam ASACA 250, 750 or 1450 slot
library, you can verify proper operation of the C&Nt appliance with a single SSH
command line:

sshroot@10.1.1.2s —| /archive/ASACA4097A

This command, run from a Windows (with CYGWIN), LWX or UNIX client, will
cause OSVault to load the second piece of medmsite up, from its storage slot
into a drive slot. With DVD-RAM media, this wilake about thirty seconds. With
ProData media, this will take about fifteen seconds

+ % n

You can access all of the OSVault administratigpagalities via a network interface.
Additionally, if a standard PS/2 keyboard and VG etter) monitor is attached to
the appliance, you can perform the command lirigies via that interface.
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For advanced administration tasks, OSVault usasstomized installation of the
Webmin software, a web-based system administratitifity. Since the
underlying operating system for OSVault is LINUX|_LENUX implementation of
Webmin allows for advanced system configurationdnelythe defaults set by the
OSVault installation.

( m n 4 4 % %

Logging into Webmin is easy. Open a web browsles, Netscape or Internet
Explorer, on any machine that has network accesiseteerver that you wish
to login on. Browse to port 10000 on the IP orthame of the server.

Webmin will then respond with either an authentaatwindow, or an

authentication web form, where you can enter thmiadtrator user name
(usually "root") and password. After successfuthauntication, you will be

greeted with the Webmin index page. The type gindorm you receive

(either on a web page or in a popup window) depemndthe configuration of
the Webmin server. The differences between sesaighentication and
standard HTTP authentication will be discussed lat¢his book. In general,
all of the web interface screens required to perf@ystem administration
have been previously discussed. However, OSVaultains a full suite of
system administration web tools that allow for Ihert customization.
Documentation on the general system web interfaoe€ontained in Section
10 of this document.

[+ * 000 ( %

The OSVault appliance allows for the use of commbmel administration via
either Secure Shell (ssh) or TELNET. The command Interface is a full
LINUX command shell and can be used to set anyesystonfiguration, to
reconfigure hardware or to reinitialize the systeithe command line interface
should be used with care, as it is possible tordgstata stored in the appliance if
the commands are used incorrectly.

& X *%%

%

Mcstat is a command line program that locates iiwarly interface in the
appliance. The library interface has a name ssclilev/sg0 and mcstat will
print out that name when run. Mcstat also print$ imformation on the
library vendor and product string, as retrieved thi@ SCSI or Fibre Channel
interface, as well as the addressing informatiorthef library. The output
from mcstat is as follows:

10/25/2006



# $%&"
$ )
$%& * +&,-

! —+

) (7 )$.

In the above listing, the library attached to tipplence is an ASACA 250
slot DVD-RAM library. Since the library can be wialized or be missing
magazines, the storage element count is importémtthis case, there is a
standard dual picker, 250 slots for media in magzzbf 50 each and 3 DVD-
RAM drives.

4

Readvol is a command line utility to report whidbts are occupied in the
ASACA library. Readvol will retrieve the hardwaieventory from the
library and use that information to determine wim&idia is present. If media
in the library has been removed or added withoutopming an “initelem”
command, the results reported by readvol will retbrrect.

You need to use the identifier returned from mcatathe only argument to
readvol, for example /dev/sg3. A sample run oflvedis shown below:

ey
/0 1 $%&"

* % 482 % | % &3
* % 48425 1 % )3
* % 48,2 % | * $3
* % 48,2 % 1 * "3
* % 4)&&2* 1% 43
* % 4)g)2 % | % %3
Yo H&$2 % 1L * -3
* % 4)8"2 % | * 43
*R e2 % 1% %R3
5% )42 % | F %)3
*r a2k |k %3
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The inventory command line utility is the overalloskhorse utility for
OSVault. Running inventory at any time will reloalil media present in the
library and make sure the OSVault directory ofiradoaded in the library is
correct.

An example of inventory output is shown below:
5$%%
I 06* ! "6( 6
/0 1 $%&'"
T ( 1
I $ !
7( )*23 87(
* 48,41 & *8* +&4
* +&,41 ) *8* +&,49
* 48,1 & *8* +&,
* +&,1 ) *8* +&,9
* 48,1 & *8* +&,
* 4+&,1 ) *8* +&,9
* H&&1 & *8* +)&&
* H)&&1 ) *8*  +)&&9
* &)L & *8*  4)&)
* &)L ) *8* +)&)9
* &L & *
* * +)&$1 ;7 66! < H&$ =< +& ! $
You can see in the above example that “inventoryi tocate the order of
optical drives in the library by itself. It dodsg by loading the first piece of

media in the library into each drive and then sgeirhich drive reports a
“media present” condition.

Chkconfig provides a simple command-line tool faimaining the /etc/rc[0-
6].d directory hierarchy by relieving system admsirators of the task of
directly manipulating the numerous symbolic linkghose directories.

This implementation of chkconfig was inspired b tthkconfig command
present in the IRIX operating system. Rather tha@mntaining configuration
information outside of the /etc/rc[0-6].d hierarchyowever, this version
directly manages the symlinks in /etc/rc[0-6].d. hisT leaves all of the
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configuration information regarding what servicest istarts in a single
location.

Chkconfig has five distinct functions: adding neervices for management,
removing services from management, listing the endristartup information
for services, changing the startup information gervices, and checking the
startup state of a particular service.

When chkconfig is run without any options, it deyd usage information. If
only a service name is given, it checks to selkdfdervice is configured to be
started in the current runlevel. If it is, chkcignfeturns true; otherwise it
returns false. The —level option may be used teehzhkconfig query an

alternative runlevel rather than the current one.

If either on, off, or reset is specified after #ervice name, chkconfig changes
the startup information for the specified servicEhe on and off flags cause
the service to be started or stopped, respectivialythe runlevels being
changed. The reset flag resets the startup intowmdor the service to
whatever is specified in the init script in questio

By default, the on and off options affect only rewxels 2, 3, 4, and 5, while
reset affects all of the runlevels. The —leveli@ptmay be used to specify
which runlevels are affected.

Note that for every service, each runlevel haseeith start script or a stop
script.  When switching runlevels, init will not-start an already-started
service, and will not re-stop a service that ismioining.

I3

Putaway is a command line utility to restore metat is located in drives, or
in the import/export slot, back into a storage .sldit is actually a renamed
version of “inventory”, since “inventory” will pedrm the same function prior
to starting the loading of media into drives. WHventory” is renamed to
“putaway”, it will exit prior to starting the loaof media.

The format for putaway is
putaway -l /dev/sg3

where /dev/sg3 is the name of the library devicgdm the appliance. An
example follows:

(;06% 1"
/0 1 $%&"
sl
( L+ % 48
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Initelem is a utility to tell the ASACA library taheck each slot and see if
media is present. Due to the mechanical natuighetking for media (each
slot is pulled out and a light beam checks if maslipresent), a full hardware
initialization will take a considerable amount ahé. A 250-slot ASACA
library takes fifteen minutes to complete this @pien; a 1450 slot ASAC
library takes almost 1.5 hours to complete a fidrdware initialization.
Initelem has one argument, the device name of itirary interface that is
returned by the mcstat command. With no argumémtsjem will inventory
the entire library. Optionally, you can enter argunts to initelem to limit the
number of slots checked:

-s — Set the starting slot address to start chgckt

-n — Check “n” slots then stop

o= +&,-= W&

# $N&'
4$88&&&

%%

Mm which is short for “move medium”, is a utilitp tmove a piece of media
within the ASACA library. The format of the “mm’dbeaxmand is:

mm from to invert picker device

Where “from” is the library slot to move from; “ta$ the library slot, drive or
import/export slot to move to; “invert” is a “1” @aning to flip the media
during the move) or “0” (do not flip); “picker” ithe library picker to use to
move the media (use “0” for best results); and fdgvis the library device
name inside the appliance (for example “/dev/sg3”).

As an example, the following command will move thedia from the second
drive (slot 65) to the 10th storage slot (slot 4106ing the default picker
without flipping it, and then move it back agaifhe third command is an
error where there is no media in the drive:

+&,--% && ! "

N +&,-&& "

N +&,-&& "
* (0
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Sourceslot is a utility to display the slot thatiace of media belongs in. The
one argument required is a drive number (startin@ aot 1) that has a piece
of media loaded into it. Running “sourceslot /&gd 0” will return the slot

number the library pulled the media from. Theduling is an example of
three commands you can run to empty the media &ainive, back to the slot
it came from.

*8

# $%&"'
$ )
$%& * +&,-
1 —+
) (* )S.
*8 +&--+&& "

*8 ol &
/0 1 $%&'"
* I+ +&,-

*8 4 +&-&& 1T

%ll

The “migration” command is used to move files frdme “/cache” file system

to an appropriate optical media based on rulesngagarguments. Usually,
the “migration” command is invoked from the automajpb scheduler,

“cron”, so that files are periodically written temovable media.

The “migration” command has several arguments:
-t# — Don't migrate files that are not at leastrhinutes old

--source-name — The name of the file system ra@ictbry to search
for candidate files to relocate to optical media

--force-mig (or -f) — Migrate all files from the dche file system to
optical media without checking if the files are eldough;

--debug-level level — Print out different levels ioformation; valid
values for “level” are “critical”, “serious”, “ernd, “warning”,
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“debug”, and “everything” (Use “--debug-level eviring” to show
the most information.)

The default entry in the scheduler (cron) for miignais:
&>>>> 6)&66 6 6 6 6, "&66%;6; $&=

The “purge” command is used to truncate files fittva“/cache” file system if
the file is already copied to optical media andpéce is needed on the /cache
file system. Usually, the “purge” command is iked from the automatic
job scheduler, “cron”, so that the “/cache” filessgm is emptied frequently
enough so that it does not fill completely.

The “purge” command has several arguments:
-t# — Don't purge files that are not at least fifhutes old

--source-name — The name of the file system ra@ictbry to search
for candidate files to relocate to optical media

--low-water # — Don't start purging files from tfsource-name” until
the file system that contains “source-name” hasentioan “#” percent
used.

--high-water — Stop purging files from “source-ndmehen the file
system that contains “source-name” is less thamp&ftent used

--debug-level level — Print out different levels ioformation; valid
values for “level” are “critical”, “serious”, “ernd, “warning”,
“debug”, and “everything” (Use “--debug-level eviiyng” to show
the most information.)

The default entry in the scheduler (cron) for miignais:
86%% % >>>>( 6)&66 6 66 6; "&66%;6; $&

The “stage” command called automatically by therafpeg system to restore
files from optical media, back to hard disk cacheew a file is opened for
reading.

Stage can also be invoked manually from the comnii@edto restore files
back into hard disk cache. You can restore filesilb name (as they would
appear in the /cache directory) or by inode numbEre inode number is an
internally generated, unique number that uniquelgntifies the file, even
when renamed. The system uses this version oé stagestore files; users
generally use the file name to restore a file.

The syntax of a stage by filename might be:
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stage --filename /cache/userdata/music/recording.mp
The syntax of a stage by inode number might be:

stage--inode 32

%! " 271 "

4 5 5

%!

Media to be imported must first be placed into thgport/Export slot (I/E
slot) in the ASAC library. Use the front panel the library to insert the
media into the I/E slot. Refer to the ASACA Useramdial on how to
accomplish this. The media must be inserted imolibrary BEFORE telling

OSVault to import it.
When importing media, OSVault will perform the faNing operations:

Check to see if media is present in the I/E slbtat an error is
returned and processing of the import operatiopssto

Moves the piece of media to an unoccupied slaténASACA library;
if no empty slots are available in the library amoeis returned and
processing of the import operation stops

Indicate success of the operation when complete.

27!

Exporting media from the library makes the filestbat media unavailable for
I/O in the OSVault appliance, so requests for fidasthat media (or to files
that were migrated from cache to that media) weuit in an error being
returned to the requesting applicatioRlease notethat exporting a media
label will also export the media label located ba dther side of that piece of

media.

Attempting to export media that is currently in use. mounted in an optical

drive, will probably fail with an error such as “bhount failed, device in use”.

If you receive this error, wait until the medianis longer in use and retry the
export operation.

To removed the media from the I/E slot after expgrtrefer to the ASACA
Library Users Manual for directions on use of tibedry front panel.

5"6

The ASCA AM-series of optical libraries organizdisod their media into groups
of 50 pieces, called a magazine. A magazine irlitinary can be removed and
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replaced with another magazine, causing up to 86esi of media to move in or
out of the library.
If you remove a magazine without telling OSVaulbuymay get errors when

trying to access files on that media. If you adehagazine full of media to the
library without telling OSVault, the files on thiatedia may not be accessible until

you perform an inventory.
A picture of an ASACA AM-series magazine is shoveholv:

In the ASACA AM-series libraries, magazines are baned from Al to A7, B1
to B7, C1 to C8 and D1 to D7. The exact magaziabsls in each model are

shown in the following table.

AM-250 Magazines Al, A2, B1, B2, C1 (C1 is not §asemovable)

AM-750 Magazines Al thru A4, B1 thru B4, C1 thru @4d D1thru D3.
The number of D magazines depends on the numberivads
installed.

AM-1450 Magazines Al thru A7, B1 thru B7, C1 thru C8 andtbxli D7.
The number of D magazines depends on the numberiads

installed.
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If you open a web browser attp://10.1.1.2(the default OSVault IP address),
then select “OS Vault Web Admin Interface”, therest “Archive Mgt”, then
select “Import/Export”:

This screen can be used to import single piecesmeflia through the
import/export slot of the library, or to invoke @lfimport or export of a magazine
of media (50 slots in the ASACA brand libraries).is assumed that media being
imported is already formatted with the Volume Naspecified in the screen.

For importing of an entire magazine, the ID buttonthe magazine is read and if
that magazine was previously resident in the lijgrail media in that library is
marked as ‘resident” so that data requests to direthat media will be satisfied.

If you are importing an entire magazine of new andihformatted media, you
will need to run a Force Inventory on the magahefore that media can be used
by OS Vault.

If you export a magazine from the library, all meedn the library is marked as
“absent” so that data requests to that media willbe fulfilled. When you export
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a magazine, you must physically remove the magaaitex the GUI operation
completes.

%! 5

Once the media is inserted into the I/E slot (de®va), click on the IMPORT
button on the web browser. This will move the pied media out of the
import/export slot, place it in an empty slot inethbrary and update the
inventory of media.

27! 5

Using the ASACA Library/Media Management screeryaur web browser,
selected the media name that you wish to expordickiBg on the export
button will then start the media export processiciperforms the following
operations:

The I/E slot in the library is checked to verifyathit is currently
empty, if it is occupied the export operation isrigated with an error
and the media selected for export remains in tirary

The media is moved from its storage slot to thesltE

The directory entry for the media in the /archiveectory is removed
so that references to files on the library wiluret an error to the client
requesting the data

The database (/etc/migration.conf) is updated tavsthat the media is
no longer present in the library

To remove the media from the I/E slot after expaytirefer to the ASACA
Library Users Manual for directions on use of tihedry front panel.

%! 5"6

Insert the magazine into the appropriate slot.e@dhe slot identifier on the
screen and click IMPORT. If the magazine has bgeaviously seen by
OSVault, the media in it is set back to RESIDENThe library. If the user
moved media around or this is a completely new miagaan inventory must
be run on the magazine. New magazines will creave database entries.

27! 5"6

Select the slot identifier on the screen and cickPORT. The OSVault
system will update the internal appliance dataliasemark all media in the
library as absent and inform you when it is safeetnove the magazine.
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Use the “importmedia” command to import media ithhe ASACA library.
Media to be imported must first be placed into thgport/Export slot (I/E
slot) in the ASAC library.

For example, to import a piece of media that wamimally labeled
“DATA4100A” and put it into slot 4100, use the folling command after
inserting the media into the import/export slotla# optical library:

importmedia —volume_label DATA4100A —store_slot @10

This will move the piece of media out of the impexport slot in the library,
place it is slot 4100 (which for an ASACA library the %' slot) and update
the inventory of media to show that DATA4100A isamnback in the library.

27" 5

To export media from the library, use the “expordm& command. The
“exportmedia” command takes one argument whiclmhésnedia label on the
media, e.g. ASACA4097A. To removed the media fritva I/E slot after

exporting, refer to the ASACA Library Users Mantal directions on use of
the library front panel.

For example, to export the optical media labeledTBALOOA from the
library, use the command:

exportmedia DATA4100A

This will move the media from its storage slot ke import/export slot in the
optical library and will update the OSVault inventoto show that
DATA4100A is absent from the library.

%!

5"6"6
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Insert the magazine into the appropriate slot. tisemportmedia command
with the “-m” option, followed by the slot ident#i. For example, to import a
magazine into the first 50-slot magazine (magaaihkin the library, type the

following command:

importmedia —m Al

If the magazine has been previously seen by OSVvedndtmedia in it is set
back to RESIDENT in the library. If the user mowaddia around or this is a
completely new magazine, an inventory must be mithe magazine. New
magazines will create new database entries.

6



27! 5"6"6

To export an entire magazine from a library, use ¢kportmedia command
with the “-m” option, followed by the magazine idéier. For example, to
export the first 50-slot magazine (magazine Al)rfra library, type the
following command:

exportmedia —m Al

The OSVault system will update the internal appeaniatabase to mark all
media in the library as absent and inform you whea safe to remove the
magazine.

AH 1 "45 "%

OS Vault will display the drive status of all drs/én the optical library in the
“Archive Mgt"/"Physical Library Mgt” screen of theweb-based admin
interface. If the checkbox for a particular drigechecked (“enabled”) then
that drive will be used by OS Vault as an availative to read or write
optical media.

If a drive were to become disabled (hardware failof some type), this will
interfere with the operation of OS Vault. Untiktdrive can be repaired, you
can un-check the checkbox on the faulty drive aelkcs “Update Drive
States” and the drive will no longer be used f@ tequests. After the drive
is repaired and placed back into service, simplgckhthe checkbox and
“Update Drive States” to start using the drive agaiKeep in mind that a
piece of media may become jammed in the faultyedand be unavailable for
use by the system.

In general, it is best to repair hardware problassoon as practical to avoid
interference with normal system operations.
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00 9:8;;;8<)8;; *

OSVault appears on your network as a Windows 2@d@es. The “cache” share
is automatically created when the appliance stapts Writing to the “cache”

share will always result in the files being creab@dhard disk first. After a period
of time, older files will be moved to optical mediad all further I/O operations
will work directly against the optical media.

If your Windows machine is on the same subnet as @35Vault appliance, you
should now be able to connect to the OSVault sdbyetlicking on Start / Run

and typing:
\\MYSERVER\pub

Mangling Method

Name mangling is a method where Windows allows lblepames to retain a
short filename equivalent. For example, C:\Progfées can also be referred to
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as C:\\PROGRA~1. There are two algorithms availaidesh and hash2. If you
store a lot of files on your server, you can hapatvoid name collisions by
adjusting your global parameter section with marmgginethod = hash2. This is
set in the OSVault Advanced Web Interface.

Oplocks

Opportunistic locking essentially means that thentlis allowed to download and
cache the file on their hard drive while making rmipes; if a second client wants
to access the file, the first client receives aakrand must sync the file back to
the server. This can give significant performagaas in some cases; in others,
some programs insist on syncing back the contentisecentire file for a single
change. Levell Oplocks (aka just plain "oplockss) another term for
opportunistic locking.

Level2 Oplocks is a fancy way of saying that yoe aroviding opportunistic
locking for a file that will be treated as "readigin Typically this is used on files
that are read-only or on files that the client hasintention to write to (at least,
not initially).

Kernel Oplocks are essentially a method that alltvesLinux kernel to co-exist
with Samba's oplocked files, although this is sifgplg things a bit. SGI IRIX
and Linux are the only two UNIX's that are oploekaae at the moment. Unless
your system supports kernel oplocks, you shoulchiés oplocks if you are
accessing the same files from both Unix/Linux anth&lients.

Regardless, oplocks should always be disabledufgme sharing a database file
(e.g., Microsoft Access) between multiple clierds, any break the first client
receives will result in the entire file needing lle synced (not just the single
record), which will result in a noticeable performsa delay and, more likely,
problems accessing the database in the first platmably, Microsoft Outlook's
personal folders (*.pst) react very badly to opkcKf in doubt, disable oplocks
and tune your system from that point. If cliedesicaching is desirable and
reliable on your network, you will benefit from tung on oplocks. If your
network is slow and/or unreliable, or you are gi@your files among other file
sharing mechanisms (e.g., NFS) or across a WANnuwltiple people will be
accessing the same files frequently, you probabily mot benefit from the
overhead of your client sending oplock breaks ailtlimstead want to disable
oplocks for the share. Another factor to considehe perceived performance of
file access. If oplocks provide no measurable dgmnefit on your network, it
might not be worth the hassle of dealing with them.

9:852

Fortunately, both Windows 98 and Windows ME use'gsted passwords by
default. All that's left is to configure your Netvk properties in the Control
Panel. Make sure you have Client for Microsoft Wwaks and TCP/IP

installed along with your network adapter. If yeuot using a DHCP server,
you'll probably need to configure the TCP/IP seigias well.
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Under the properties for Client for Microsoft Netiks, check the box for Log
on to Windows NT domain and specify the domain naha your Samba
server is using. Finally, under the second takl&bldentification, give your
computer a unique name and specify the name ofwibrkgroup (which
should match the name of the domain, although tnictlg necessary).

<)8 ..

You'll need to enable TCP/IP on your system, ad aglconfigure a WINS
server, from the control panel. The IP addresthefWINS server should be
your OSVault appliance server (where the nmbdvaeeis running). To
map a drive using the Windows GUI, open My Comput@n the toolbar are
many options; look for one that provides a listttimzludes the phrase Map
Network Drive (under Windows XP this option is undee Tools menu).
Once selected, a new box will open up. In the ®bwx, click a drive letter
that you wish to use. In the Folder box, type plaén for the server and path
that you wish to connect to.

Alternately, from a Command Prompt, you can type:
NET USE F: \MYSERVER\PUB /YES

00 (-1<*

Before beginning, you should double-check to make your mount program is
new enough (version 2.10m if you want to use Ver8d\FS), and that the client
machine supports NFS mounting, though most standiatdbutions do. If you
are using a 2.2 or later kernel with the /procsfjigem you can check the latter by
reading the file /proc/filesystems and making shieze is a line containing nfs. If
not, typinginsmod nfs may make it magically appear if NFS has been ctadpi
as a module; otherwise, you will need to build dorwnload) a kernel that has
NFS support built in. In general, kernels thatrdd have NFS compiled in will
give a very specific error when th@unt command below is run.

To begin using a machine as an NFS client, yourna#d the portmapper running
on that machine; and to use NFS file locking, yadll also needrpc.statd and
rpc.lockd running on both the client and the server. Mesent distributions
start those services by default at boot time.

With portmap, lockd, andstatd running, you should now be able to mount the
remote directory from your server just the way yoount a local hard drive, with
the mount command. Suppose our server is c&i8¥ault and we want to
mount the /cache directory @havel.foo.com Then all we have to do from the
root prompt orslavel.foo.cons type:

mount OSVault:/cache /mnt/home

and the directory /cache on master will appearhasdirectory /mnt/home on
slavel (Note that this assumes we have created thetdige/mnt/home as an
empty mount point beforehand.)
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You can get rid of the file system just like youwlafor a local file system,

by typing:
umount /mnt/home

= "- 4 5 & %

NFS file systems can be added to your /etc/fstabttie same way local file
systems can, so that they mount when your systamisstup. The only
difference is that the file system type will be &ehfs and the dump and fsck
order (the last two entries) will have to be sezéwo. So for our example
above, the entry in /etc/fstab would look like:

none 10.1.1.2:/cache /OSVAULT_CACHEfs ndefaults 00

See the manual pages (using tie@ncommand) fofstabif you are unfamiliar
with the syntax of this file. If you are using antomounter such as amd or
autofs, the options in the corresponding fieldsy@iir mount listings should
look very similar if not identical.

At this point you should have NFS working, thougfea tweaks may still be
necessary to get it to work well.

4 5 "

There are some options you should consider adding@. They govern the
way the NFS client handles a server crash or nétwotage. One of the cool
things about NFS is that it can handle this grdbefif you set up the clients
correctly. There are two distinct failure modes:

soft

If a file request fails, the NFS client will repah error to the process on the
client machine requesting the file access. Sormagrpms can handle this with
composure, most won't. We do not recommend udiig) detting; it is a
recipe for corrupted files and lost data. You dtdaspecially not use this for
mail disks, if you value your mail.

hard

The program accessing a file on an NFS mountedsyisgem will hang when
the server crashes. The process cannot be intedrap killed (except by a
"sure kill") unless you also speciigtr. When the NFS server is back online
the program will continue undisturbed from wherevdas. We recommend
usinghard,intr on all NFS mounted file systems.

Picking up from the previous example, the fstaloyewbuld now look like:

! ( 60 ( ( 7
2772
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Thersize andwsize mount options specify the size of the blocks dhdhat
the client and server pass back and forth.

The defaults may be too big or to small; thereasize that works well on all,

or most, setups. On the one hand, some combimsatibhinux kernels and

network cards (largely on older machines) cannoidigblocks greater than
128Kbytes. On the other hand, if they can haraliger blocks, a bigger size
might be faster.

Getting the block size right is an important faciorperformance and is a
must if you are planning to use the NFS serverpnogluction environment.

m *

Not yet tested.

0 ) ) 1<*

Not yet tested.

O+ 5 <*

OS X supports both the Network File System anddh€S (Windows) Share.

If you wish to access the OSVault appliance via @ES protocol, first make
sure that you've enabled SMB support in the MasimtDirectory Access Utility
(in the Applications/Utility folder). Select SMBnd then click Configure. You
can now enter in your preferred workgroup and WBg¢8ser information. Next,
activate the Finder (e.g., click on the Finder lme tDock). Select Go, then
Connect to Server. In the Server Address fieldetyn your server address. For
example:

smb://ServerName/ShareName

After clicking Connect, you may be prompted for yauthentication.

00.. <*

Not yet tested.
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OSVault has the ability to make exact copies of imddat is in use. The exact
copies are intended as disaster recovery optiang) eend to other parties that
wish to read the data contained on the media. @QBMall not automatically use
the copies of media in the event that the origicapies become unusable.
Replacing unusable media with a copy is a manuaigss.

5 *I

There is a utility calledcopymediathat performs the actual copy of an existing
media onto another piece of medi@opymediaruns in two basic modes: single
drive and dual drive.

In single drive operatiorcopymediawill mount the original (used) piece of media
into a drive and copy the entire image of the meditd a temporary space on the
server hard disk. There needs to be adequate spatiee server hard disk to
store the image of the media azwpymediawill verify that the space exists. After
the image of the original media has been trangdemepymediawill dismount
that piece of media from a drive and insert an adysece of media into a drive
(either from a user-specified location or autonaljcfrom the copy pool in the
library). The image from the hard disk is then iedponto the new piece of
media, and the media is returned to its storagatilom.

6 "5 1 *13%

Media to be used byopymediadoes not need to be labeled or otherwise
processed prior to use. For BD-RE, DVD-RAM and PDBdia, the media must
be physically formatted prior to use, but most \@sdof that media format it
prior to shipping.

| 3" *13) 1 (3 3

If you wish forcopymediao use the pool of copy media in the library, youst
set that pool's location (called the copy pool gngia either theinventory
program or the setcopyrange program. Withitiventoryprogram, you can use
the —copy_start and --copy_end flags to specifyt t@py pool range. For
example if you wish to set aside the last 50 slotn ASACA AM-750 library as
the copy pool, rumventorylike this:

inventory —I /dev/sgl —copy_start=4846 —copy_end=4896
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This command will tell thenventory program, as it is checking every piece of
media, to mark the last 50 slots (slots start numgeat 4096 in the ASACA
library) as the copy pool range and to use any aéalind in those slots for
copymedia operations.

If you do not wish to re-run thmventory program, which is a time consuming
process, there is another program caflettopyrangehat can create a copy pool
in the optical library without having to load anyedia into a drive. With the
setcopyrangeprogram, the range of slots specified is set akdeopy media,
and the library is queried to see if media existbse slots. Any slot in the copy
pool range found to contain slots is marked in@®/ault database as a potential
piece of media to use faropymediaoperations. So, to repeat the previous
example, if you wish to set aside the last 50 stotan ASACA AM-750 library
as the copy pool without running inventory, setcopyrangdike this:

setcopyrange —I/dev/sgl —copy_start=4846 —copy_end=4896

This command will only create the copy pool rangethe library, it will not
create the inventory database entries thaintentoryprogram does.

L
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The copymediacommand can use either a single optical drive tf@ copy
operation or two drives for the copy operation. ydur optical library only
contains one working (online) optical drive and yspecify two drives for the
copymediaoperation, you will receive an error message fampymediaand the
program will exit without copying.

By default,copymediauses only a single drive to copy media. This raghat an
original piece of media is mounted, its entire eos are copied to temporary
hard disk storage, and then the copy media is neduaid the temporary storage
is written out to the copy. The advantage to fthigcess is that a maximum
number of other drives are available during thipycoperation for other uses.
The disadvantage is that the copy operation wkk tanger to run.

With the two-drive operation, theopymediacommand will mount both the
original and the copy media at the same time am#uljp two drives for the
duration of the copy operation. The media is tltepied directly from the
original to the copy. The two pieces of media esturned to their original
storage locations and the drives are then freetftgr operations. The advantage
to two drive copies is faster copy times, but tleadvantage is having two drives
tied up and unavailable for other uses for the tumaof the copy.

In libraries with 3 drives or less, using a onesdrcopy is usually preferred.

To select one drive copy, use the -1 flag to topymediacommand. For
example, the following command will use one drivemake a copy of volume
OPTICALOOOO7A:

copymedia -l /dev/sgl —v OPTICALOOOO7A -1
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To select two drive copy operations, use the -g@ ftathecopymediacommand.
For example, use a command similar to:

copymedia —| /dev/sgl —v OPTICALOOOO7A -2

27 %! | *13%
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One of the most common ways to create copies ofanedhe optical library
is to import a new piece of media into the impogpart slot of the library and
run thecopymediacommand. With the right command enteredpymedia
will use the new media in the import slot to crethie copy. You will need to

do the
1.

2.
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following steps:

Determine the address of the import slot of thealyp For an
ASACA library, that address is always 128. You eanify this with
themcstatcommand as shown below

[root@osvault ~]# mcstat

SCSI Media Changer Status Command

Medium changer found on /dev/sgl

Vendor ASACA

Product AM250PD

Version 2.2

Power-On, Reset or Bus Device Resét
2 transports starting at 1
250 storage elements starting at 4096
1 data devices starting at 64
1 import slots starting at 128

[root@osvault ~]#

Place a piece of media into the import slot. Thedim must be
physically formatted prior to use (check with yaupplier to ensure
that you are purchasing pre-formatted media). 8ee library
operations manual on the procedure to open ande clibe
import/export door of your library.

Select the piece of original media you wish to co@enerally, media
copies aren’t made until the original in the liyras full. You can see
the status and remaining space (Free_Space) omgwia in the
library, either in the web management interfacéhefOSVault system
or via thelistmediacommand line program.



4. Run the copymedia command to copy the original eméalithe media
in the import slot. This process can take 30 tav®Qutes depending
on your optical drives and the media used. Thensand would be
similar to this:

O = 1 )=l # &8&&" =)3.

5. Take the copied media out of the import/export,steanually mark
the volume name on the media and place it in ag&olocation.

1" *13) ( 3 * 5 *13

Since a set of media in the optical library carsbkeaside as a copy pool, you
can tell thecopymediacommand to run and not specify which piece of medi
to use for the copy.Copymediawill then select an unused piece of media
from the copy pool and use that media for the copfter the copy is
completed, the copy media is returned to its oabwsiot and the OSVault
database is updated so that the copy media is sext for copies of other
volumes.

If a request to copy the same original volume i3 again,copymediawill
select the same copy media from the storage pothé&subsequent copies.

To run acopymedigrom the copy pool, follow these steps:

1. Select the piece of original media you wish to makeopy of.
Generally, media copies aren’t made until the aagin the library is
full. You can see the status and remaining spBoee(Space) of the
media in the library, either in the web managematdrface of the
OSVault system or via tHestmediacommand line program.

2. Run thecopymediacommand and do not specify any slot to use for the
copy. Use a command similar to the following:

O = 1 )=l # &&&&"

3. The copymedia program will mount the volume called
OPTICALOOOO3A into a drive, copy its contents totemporary
location on hard disk, then mount a piece of média the copy pool
range and copy the temporary location onto thatimedrhe copy
media is then returned to its original storage. slot

0 #! " 4 5 *13)

Periodically, you may wish to remove media that Ibesn copied and is stored in
the media pool. You may wish to replace it witartd media for other copies or
to just store that copy in another location. Uslgsu tell OSVault otherwise,
OSVault will continue to consider that the piecentdédia stored in a slot in the
copy pool is still there. Described here is a pohwse to remove a previously
written copy media from the copy pool and repldaeith a blank piece of media:
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Using listcopymedia, determine which piece of magia wish to remove
from the optical library. Make a note of the shoimber that the media is
in so that you can find that piece of media. Araraple listing from
listcopymedia is given below:

[[root@osvault ~J# listcopymedia

B B — Fommee + + + + + +

| Label | Slot | Side | Lastéss | Status | Error | Magazine | LibNurp |
B B — Fommee + + + + + +

| OPTICALOOO03A | 4100 | A | | resident | | | 0 |

| --UNUSED-- | 4101 |A | | resident | | | 0 |

| --UNUSED-- | 4102 | A | | resident | | | 0 |

B B — Fommee + + + + + +

Using the library web interface or the mm commamaye the desired
piece of media to the import export slot and remdve In the above
example, to remove the copy of OPTICALOOOO3A int gb00, you can
use the command

+)&&)$. & & 1)
This would apply to an ASACA library.

Place a new piece of media in the import/export ata move it into the
recently vacated storage slot. In our examplé,dbammand would be:

)$. H&& && | )

Now issue the following command to mark the new imed available for
use by any copymedia command:

0A*= B( 17 (0C 8 *<DE F GEH; * <+)&&I
Make sure to use the “double-quote” character dmd “single-quote”
characters in the above command exactly as shown.

After these steps, verify the change by runnintgcdigymedia again, as
shown:

[[root@osvault ~J# listcopymedia

B B — Fommee + + + + + +

| Label | Slot | Side | Lastéss | Status | Error | Magazine | LibNurp |
B B — Fommee + + + + + +

| --UNUSED-- | 4100 | A | | resident | | | 0 |

| --UNUSED-- | 4101 |A | | resident | | | 0 |

| --UNUSED-- | 4102 | A | | resident | | | 0 |

B B — Fommee + + + + + +




According to the schedule set in the “cron” scheduh backup will run

periodically (at 1am by default) where the cachedatory will be backed up to
the first piece of optical media in the library. Isd backed up at this time is
certain system configuration information.

The purpose of the backup is to enable the restoraf operation after a hard
disk failure without needing to full read all medrathe optical library. Even if
the backup media is not used, it is possible ttoresthe full system operation
after a hard disk failure by reinstalling the systsoftware and performing a full
inventory.

The automatic backup does not make a copy of theh&file system data, so
migration must run frequently enough to ensure ttedt is stored on the more
reliable optical media. If migration is running$efrequently, or if a higher level
of reliability is required, then the /cache filessgm should be placed on a RAID
hard drive system with RAID-1 or RAID-5 level cogfired. OSVault has been
tested with LINUX software RAID (MD driver), the 38 9xxx series RAID
controllers, Engenio RAID systems (marketed by SBGI, and IBM), the
Xyratex RAID systems (with Chaparral RAID contrefig and the Nstor RAID
systems.

99 # 3 & !

The backup on the first optical media is a “tate fihat needs to be restored via
the command line interface with the following commds:

mcstat
putaway 0
mm 4096 64 0 0 /dev/sg3

tar xvf /dev/scd2

The above steps assume that /dev/scd?2 is the nfthe first drive (topmost) in
the library. /dev/sg3 is assumed to be the davaree of the library interface.

B 4 / & % 1

For more detail on the advanced GUI interface styesee the OSVault Advanced
Web Adminstration Manual.
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