( A new concept g

S5f@erage,: |Lne







Y o o U @ 1S}V £= 10 | | 4

1.1 T geTe [UTd 1] o ISP 4
1.2 HOW OSVaUIt WOTKS ...ttt e eeens 4
1.3  Where to Find This SOftWare ...........ccviiiiiiiii e 5
1.4  About Open Source Storage INC. .....oovvieecceeiiiieeeeceee e 5.

2 Installing OSVaAUIL.........oiiiii e e e 6
2.1 Hardware REQUIFEMENES..........uuiiiiiiiceeeeeii e e e e e e e e eeens 6
2.2 Booting the Distribution DVD and Loading thef@@re...............ccovvvvviiinnns 7
2.3 Power for the ApplianCe.........ccoooiiiiceeeee e 9
2.4 HookKing uUp Cables...........oooiiiiiiie e 9
2.5 Plugging into YOUr NEtWOIK ..........uuuiimemeiiie e 9
2.6  Accessing the Web-Based INterface ...... . oeeeeeeiiiiieiiiiiiie e 10
2.7  Accessing the Command Line Interface .......ccccooovvviiiiiiiiiiiiiie e 10

3 Configuring OSVaUIL..........coiiiiiiii e 11
3.1 Setting the [P AdAressS.........oouvunii et e eeeanas 11
3.2 Performing a Library INVENtOrY...........uuceieiiiiiiiii e 13
3.3 Formatting All Media...........ccoovuuniii et 15

4 Initializing OSVaUIL........coiiiie e e 15

5  Administering OSVaUt ..........uuoiiiiiiiiieeee e 16
5.1  Web-Based Appliance AdmInistration .........ccccooovviviiiiniiiiiiiiinineeceiiien e 16
5.2  Command Line Interface AdmIniStration ....ccccc...oevveiiiiniiiiniieee e, 17
5.3 BasiC CLI COMMANAS .......ooiiiiiiiiiii e 17

6 Importing and EXPOItiNg.........coieeiiiiiiicceii e 23
6.1 [T Lo AV To [0 E= LN 1Y/ =T [ - 23
6.2 1 = To T= VA ] o [= S S Error! Bookmark not defined.
6.3  Web-Based IMpPOrt/EXPOrt .........coiiiiiiiieee e 24
6.4 Command Line IMPOrt/EXPOIt .........c..uvtmmmmmmeeeeeeeiiiieeeeeeiiiaeeeeeesnineeeens 5.2

7  Attaching Client Systems to OSVault.........cccooviiiiiiiiiiiiiiii e, 27
7.1 Windows 98/2000/XP/2003 ClENLS ......uuuuuiiiiaeieiieeeieeeiee e 27
7.2 LINUX CHENLS ..o et emeee et s e e s s e e e e e e e e e e e e eeenennnans 29
7.3 o] b= LA S O 1= o £ US 31
A T o | = U ) G @ 1= o £ 31
7.5 MacINtoSh OS X CHENES ....ccvviiiiieiii it e e e 31
AL T AN ) G O {13 | PR 31

8 Media Duplication and RepliCation...........cueeeeeeieiiiiiieee e eeeens 32

LS I W [ (0] 4= Lo == Tod (U o1 TP 32
9.1 How Automatic BaCKUPS WOTK...........uuum i eeveiineeee e e ee i eeeeeanenas 32
9.2 How to Restore a System Backup .........cemeeeiiiiiieiiiiii e, 33

10 Advanced Web-Based Administration ULIlItIES . ..cvevveireeeiiiiiiiiieeeiiiiiinee, 33

4/16/2007



This document is intended to aid the reader inallis and using an OSVault
Tape appliance. We have assumed that you havegsed a tape library with an
attached appliance (server) that already has théa@iSsoftware installed.

OSVault is both a set of software to store filegpenatically copy the files to tape
media as configured, to reclaim hard disk spacm fiites that have been copied
to tape, and to retrieve those files when attengs made to read them.
Additional it is a system configuration, based dNUX, that creates a dedicated
storage appliance to offer Network Attached Stor®g&S) services.

OSVault consists of the following major softwarelkages:

LINUX 2.6 — the appliance operating system thatpsuis Network
File System (NFS) access by UNIX and LINUX systeansl allows
the other various software packages to share thieaape hardware

SAMBA 3.1 - allows Microsoft Windows systems tocess files
stored on the OSVault appliances using the Comnmberriet File
System (CIFS) that Microsoft uses for file sharing

webmin — A web (HTML) based system administrati@thage that
allows all needed configuration parameters in tpeliance to be
specified or queried

When fully configured, OSVault looks like a netwoflte server such as a
Network Appliance Filer, a Windows 2000 Server, arLINUX file server.
OSVault allows client computers to connect via @itbf two protocols, CIFS or
NFS, to create, read, write, or delete files anméalories on the appliance. An
OSVault appliance allows direct access by thentligystem to the /cache
directory and OSVault will move files, after a ptetermined period of time, to
an available tape cartridge the tape library Iiprar

For example, if a Windows XP user can access th¥aDIb appliance over a
network, then that user can right-click on the Mgntputer icon, select Map
Network Drive..., type iIlNOSVAULT\CACHE, and click on the Finish button.
The Windows XP system will then create a new diskednumber that maps into
the OSVault appliance and will open an Explorerdew showing the contents of
the OSVault /cache file system. Files can therctyged into and out of the
/cache file system, and application programs, sscWord or Excel, can directly
save or open files in that file system.

The /cache file system is periodically scanned t8\Vault, and the oldest or
largest files are “migrated” from the hard disk @ra#n available piece of tape
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media. A link is created between the /cache fdena and the new location for

the file on the tape media. In this way, filestth@e no longer resident on the hard
disk inside OSVault can still be opened by theioegname. When the original

name is opened, OSVault will mount the required@ief tape media and copy
the file back to hard disk, before the client eystis returned the data it is
requesting.

The core software that makes up the OSVault Tagdiceqge is open-source.
This means that the software source code can bl flewnloaded from various
sources, including web sites. The following weltesi have the software
components.

http://dvdvault.sourceforge.net The changes to the autofs software for
an ASACA library and the migration software

http://fedora.redhat.com the LINUX operating system distribution used
by OSVault

http://www.samba.org- the SAMBA software for Microsoft Windows
“share” access

http://www.webmin.com- the web-based administration software

http://www.osstorage.com/OSVault the complete RPM software
package that makes up the appliance

Other components are resident on the distributiowDD including the
KICKSTART configuration for installation and the steLINUX-installation
configuration script.

One note about open source software: open sowftease can be freely
downloaded and changed or customized in accordaitheghe copyrights on the
various modules. Support from Open Source Stofagastallations is not free
and requires the purchase of a support contractditianally, users of the
software for commercial purposes are obligatedetease their modifications to
that software to the general public.

Open Source Storage Inc. is a professional serdoampany that develops and
maintains the OSVault software. Since OSVaultpgsmsource, OSS Inc. does
not actually sell the software. Open Source Swramkes revenue to fund
continuing development by assisting customers (e®ds and manufacturers)
with the installation, deployment and support ofV@8lt.
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OSVault is intended to run as an appliance on & br AMD processor system.
Certain assumptions are made including:

The appliance will not be used for other purposespplications

The hard disk drives on the appliance do not contiata that will be
permanently preserved, other than OSVault spedifta

The hardware meets the hardware prerequisites @ienv

#$ %

OSVault is usually shipped to a customer site gwreaconfigured appliance.
However, this document also shows the steps netamdadstall the OSVault
Library Appliance distribution on DVD onto a gererhardware platform.
OSVault has been tested on various hardware ptasfoand is officially
supported on hardware that contains the followingnimum hardware
components:

Intel Pentium 4 processor (single processor is @abée, dual CPU
configurations have also been tested)

1GByte of RAM memory (more memory is acceptable)

Two ATA or SATA disk drives with at least 500GByte$ storage on
each disk

Adaptec 79xx, 29160 or 39160 SCSI Host Bus AdafitiBA) or LSI
Logic SCSI Host Bus Adapter (HBA)

A LINUX(Fedora)-supported Gigabit Ethernet Intedac

Expected system performance is somewhat dependghedardware used in the
appliance. For example, a properly configured iBemi4 system with a single
10,000RPM SATA disk drive connected to a Gigabhefhet switch should be
able to read and write data in cache at around 4@dlper second. The limiting
factor is the throughput to the hard disk drivetlie cache, not the network
connection, the memory or the CPU. Adding or tingka second gigabit
ethernet link to the appliance will not increasefgenance, since the magnetic
disk is still the limiting factor. Using a RAID-8onfiguration on three or more
disks for the cache can increase performance suladlg and the appliance will
be able to move around 75Mbytes per second threugimgle Gigabit Ethernet
link to a single client system. With multiplegabit Ethernet interfaces, a single
OSVault appliance can move 300Mbytes per secomdooe with a large RAID-5
configuration.

The type of data moved over the network can alspach performance. The
megabyte per second numbers given previously assuhag large files are
transferred sequentially into or out of the caclita number of small files are
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transferred, throughput will drop considerably doethe overhead involved in
creating directory entries for new files in thelvac A large number of very small
files all stored in a single directory can drop fpenance below 1Mbyte per
second, even with fast magnetic disks.

The migration of data out of the cache to the w@pees imposes a performance
penalty of around 45Mbytes per second per tapeedised. With a number of
disk drives configured into the appliance, an OSWappliance can drive 3 or

more LTO-3 tape drives and still move data on aa@iigEthernet interface at full

speed.

Reading files that reside on tape media can tak®uws amounts of time to
complete. The factors that impact that amouninoé tare:

Load times for tape media. Some media may alrbadgaded into a tape
drive, and the time may only include tape positigntime. Files on
media that isn't loaded into a drive can take amylas two to three
minutes to start retrieving

Size of file to read. Since the file needs to beved from tape to hard
drive first, a very large file will take longer tetrieve back than a smaller
file. A 50 GByte file from LTO-3 tape can take 10 15 minutes to
retrieve after the tape media is loaded into tlinedr

Other cache based reads or writes at rates higlgéno use a significant
percentage of the network bandwidth -- A singlerdliblasting data to or
from the cache can use 90% of the network bandwaitiperiods of time
and will reduce other accesses accordingly

Although complex, the performance of the OSVaupl@nce is predictable and
your sales representative can help you with exdexgstem performance for your
application.

S O

Quick Start Checklist

1. Unpack the tape library according to the directioMake sure to remove
the internal retaining items.

2. Load the tape library with media. You MUST putiage of media in the
first slot in the library. This piece of mediaused for backups of the
appliance during operation and used to determiaetimber and position
of tape drives in the library.

3. If a separate server is being installed and theajbis connected with
SCSI hardware, place the server within 6 feet efttpe library to attach
it to the library. If using a Fibre Channel libyaconnect the server fiber
channel card directly to the fibre channel porttbe library. For SAN
(switch) configured installations, plug all Fibréen&nel ports into your
switch(es) and configure appropriately
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4. Determine an IP (Internet Protocol) address forstrwer and make a nete — |

of it.

5. Determine an IP address for the tape library anthgeaddress on the tape
library via the library's front panel.

6. Install CAT-5 network cables between the libraryd apour network

switch, and between the server and your networkichwi Wireless
(802.11a/b/g) is not supported.

7. Install the power cables to the server and thatifrbeing careful to keep

the power cables and any SCSI cables from runnemgllpl in close
proximity.

8. Attach a keyboard and monitor to the server. Seemgers support serial
port BIOS settings and you can use another compviterthe “minicom”
or HyperTerminal software on it in place of the lkegird and monitor.

9. Power up the tape library.
10.Power up the server.

11.Place the distribution DVD into the server DVD-RGQdvive and reboot
the server if necessary.

12.KEEP IN MIND THAT INSTALLING THE DVD DISTRIBUTION
SOFTWARE WILL ERASE THE HARD DRIVES ON THE SERVER.

13.When the monitor on the server displays the “Boptdmpt and waits for
input, type in the following command:

linux ks=cdrom:/ks.cfg

14.The above command will load the OSVault softwartodhe server and - *{

will format the boot disk and cache disk for opemat The IP address of
the server will initially be set to 10.1.1.2, whiglou can change after
installation completes.

15.You will be prompted to indicate where the disttibn media resides.
Select CDROM with the arrow keys. Press the TAB katil the OK
button is highlighted, and then press return.

16. Software installation will take approximately 30rmates (longer on some
servers). If the distribution media is on multippeeces of media, for
example CD, you will be prompted to switch to tlleer pieces of media.

17. After software installation, the now-configured &apce will perform a
hardware inventory on the ASACA library (15 minupes 250 slots) and
will then load every piece of media in the libramyd examine it. It takes
about a minute for each piece of media to be famdadr checked. If the
media is unformatted, OSVault will put a UDF filgstem on each side of
each piece of media. If the media is formatted, thlume label on the
media will be used to create a directory (using todume name) in
/archive.
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18.0SVault will then reboot the server and all sersioa the server will be
started. You can configure the appliance via a walowser
(http://10.1.1.2:100000r via the attached keyboard/monitor. The web
interface is preferred unless you are an expertXX{Ndministrator.

L) I

THIS DEPENDS ON CONFIGURATION. Check the manuddattcame with
the server hardware. If the OSVault has multiglevgr supplies using more than
one power cable, then it can still run if one o thower supplies fails. Best
practice is to plug each power plug into separaitriit breakers to protect against
power interruptions. If you have an Uninterrupgiffower Supply (UPS), you
should plug one power cord into the UPS and orethe wall power.

"ok |

The following cables must be attached to the appéa

1. SCSI cables from the VHDCI connector on the backhef appliance to
the Micro-68 connector on the tape library. Thaatxabling depends on
the configuration of the tape library.

2. Power cables from a power source (100-240 volthéoappliance and 40 -~ |

the library

3. Network cables from the customer's network facility the appliance
Gigabit Ethernet port (RJ-45) and to the ASACAdityr 10/100BaseT port
(RJ45). This cable must be at least CAT-5 complian

S A

The OSVault appliance has two 10/100/1000BaseT aré&twnterfaces. During
installation, the RJ-45 connector labeled “0” shiooé plugged into the local area
network. Installing the RJ-45 connector labeled i optional. The cabling
from connector “0” and the premise's network swisttould be a straight-thru
cable, CAT-5 or better.

The network interface will automatically determiwhat speed to run based on
the network switch capabilities, the quality of tebling used, and the length of
the cable. With a limited number of network swéshit may be necessary to
lock down the duplex of the link to either halffal.

The appliance supports the ability to do 802.3auwk LAggregation (sometimes
called trunking or EtherChannel). Link Aggregatiaitows the appliance to be
both faster and more fault tolerant, but your neknswitch needs to support this
capability.
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The OSVault appliance has a web portal (main pagt)e default address on the
appliance. When first installed, the applianceaisttp://10.1.1.2 Any web
browser on another system in the same 10.1.1.xonktean type the link into the
web browser and be presented with the followingesar

v
FC

)05 Vault Web-based drchive Administrstion - Mozills Firefox
Be E® Yew Go Bookmals Tods Heb

@ - - & 0 ) [0 mounseaeezio x| De [CL
M Getting Started (1] Latest Headines

Google « [Moreresi restaurants =] G osearch + 50 PR e+ ok D] Auord B Sbeobe - 0] optione & ] Morredd (B restawants

OSVault Administrative Interface
OSVault User Marual Access General Documentabion on the OS Vault apphance
drmusustration Manual

o] Web Ademin Interface Access the contrs] interface for the OF Vault Appbance

Advanced Web Administration Use this mterface for all advanced tasks on the OS Vault appBance.
Interface (Warning: expert use only)

Support Snapshot Display support mformation m a total snapshot {needed for support calls or emails)

Dane
Wistort| (3 @ (@ [ @ 05 vauk Web-b.. @ Goooe Notebook ... | B Ltode de focean... | @ MsM Hotmad el .. | L Monuts | &~ | Epoauments -mcr... | 2 B @[S [« @E 553

|00 " %% ( |

1" |

Secure shell, referred to as SSH, allows the esftryommands in a line or
text mode into the appliance, with all data enaegpso that others cannot
snoop on what you are doing. This is particulamportant when using an
external Internet connection to control the apmé@nsince external Internet
data can be intercepted while transiting netwonkiside of your local office.
Also, anyone within a company with physical accéssyour company
network can, with relative ease, intercept any comigations to the
appliance. Therefore, SSH is recommended for @throand line interface
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activities and is the only interface, other thae #ppliance console, enabled
for command line access.

SSH is available on all Windows, LINUX, MacintoshdaUNIX systems.
For Windows systems, a copy of PUTTY can be insthlbr a copy of
CYGWIN can be downloaded frommitp://www.cygwin.com See Appendix
A for instructions on installing CYGWIN on a Windewsystem.

Installing CYGWIN with its default settings on a &osoft Windows system
will allow you to invoke SSH in a command windodust double click on the
CYGWIN desktop icon on your Microsoft Windows systand then type the
following command:

sshroot@10.1.1.2

You will then be prompted for the “root” passwonghich by default is
“password”. Your local system will then store kaysed for encrypting the
communications with the OSVault appliance. If yiater change the IP
address for the OSVault appliance, the next time yse SSH, a new set of
keys will be generated.

1 " 2(-2

TELNET is disabled by default on the OSVault apptie.

* n

")

You can use the “Network Configuration” link to clgge the appliance network
address to work in your local network. For examglgou wish to change the
OSVault appliance address to 192.168.2.14, firécsethe “Advanced Web
Administration Interface, then click on the “NetwdConfiguration” link and you

will see the following screen:
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) Network Configuration - Mozilla Firefox

W hitp://64.221.234.218: 10000/net/

B Feedback | ¢, ¢ Log Out B

€00 O OO &

Webmin s systemi Servercs NetworkingisHordwiare S Glucterss Others

Network Configuration

= L e @

Network Interfaces Routing and DNS Client Host Addresses
Gatewavys

Click this button to activate the current boot-time interface and

TR T routing settings. as they normally would be after a reboot. Warning

- this may make your system inaccessible via the network, and cut
off access to Webmin.

You can then click on the “Network Interfaces” ictingo to the screen that will
allow you to set the IP address of the appliansdolows:
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In the above screen, there are two Ethernet imtesfan the appliance, ethO and
ethl. To change ethO to the desired IP addrask,ah the name “eth0”, and use
the following screen to set the information:

L) %" (34 3 |

OSVault, during installation, will perform a fulhventory of the library. This
inventory includes having the library use its intrintelligence to check for the
presence of media in each slot (called an Inigaliiement command), and then a
load of all detected media into an optical drivesee if the media has existing
data on it.

Please keep in mind that this process can takagtime. Checking for existing
media on a tape drive can take 5 minutes per &péhat a 72 slot tape library
with three tape drives can take 2 hours to completmventory.

4 3 ( 3

Use a web browser to type in the IP address ofo¥ault appliance. You
can then select the library control by clicking o@SVault Web
Administration Interface, then clicking on ArchivManagement, then
Physical Library Management. That will presentfibiéowing window:
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Clicking on the “force” button will initiate a fullibrary inventory. Each
piece of media in the library will be loaded intadave and have the label
read, compared to the barcode on the tape cartridge stored in the
appliance. The “Format unformatted media duringcéd inventory”

checkbox has no effect when inventorying a tapeufijpand is only used for
optical media.

*000% ( 4 3 ( 3
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inventory -o /dev/sg0 -f

The above command uses the /dev/sg0 device enisguie commands to the
robot to mount all media for data checks. You datermine the device name
with the mcstat command.



Inventory will mount each tape cartridge in therdity. It will try to read a
standard header from the tape cartridge to sedeifcartridge is already
written to and it will record the tape cartridgddh in the database of media
maintained by the OSVault database.

The inventory command will also determine the tdpee configuration of
the library and store that in a database in the @8\appliance.

% " 5

In some cases, it may be necessary to format ath®fmedia in the library,
regardless of data already stored on the mediathelf“format all” option is
selected on the inventory command, all (REPEAT AlLdata in the library will
be erased.

|/ 1& 5 - 4

To avoid the possibility of mistakenly formatting enedia and wiping out
current data, a web interface to accomplish a fidfmat is not implemented.

*%% ( 5

There is a command line interface option to theemary command that will
cause the inventory command to ignore any existirigrnal label on the
media, and mark each media as unused and availablee completely
overwritten. To indicate that “inventory” shouldrinat all media, the “-x”
flag must be given twice to the “inventory” commaad shown below:

inventory -o /dev/sg0 -x —x

6Il

Once the OSVault appliance software is installé@, $ystem will prompt you to
reboot the appliance. The appliance will then amstvith the newly installed
software and will start a series of initializatitasks, including:

Startup of the network interfaces, and setup ofSC(®indows SHARE) and NFS
services

Startup of the web-based system control (portsn@018000 by default)
Mounting of the magnetic drives for cache space

Scheduling of the migration task to relocate filerdtten to cache onto tape
cartridges

(One time only) Having the library perform a hardevanitialization to
determine what media is stored in the library
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(One time only) Loading each piece of media intdrige and detecting if the
tape cartridge is already written.

Initialization of the Relational Database that k=aile copies from cache to
tape cartridge and the contents of each file moved.

Once the OSVault appliance has finished its one-timventory and
format process, any references to files migratednfthe cache to tape
cartridge will cause the tape library to load dppropriate media to fulfill
that reference.

+

%

You can access all of the OSVault administratigmatdlities via a network interface.
Additionally, if a standard PS/2 keyboard and VG petter) monitor is attached to
the appliance, you can perform the command lirlgies via that interface.

+H

[ /& N %

For advanced administration tasks, OSVault usasstomized installation of the
Webmin software, a web-based system administratitifity. Since the
underlying operating system for OSVault is LINUXLENUX implementation of
Webmin allows for advanced system configurationdnglythe defaults set by the
OSVault installation.

| (llll n 4 4 % %

Logging into Webmin is easy. Open a web browske, Netscape or Internet
Explorer, on any machine that has network accesisetserver that you wish
to login on. Browse to port 10000 on the IP orthame of the server.

Webmin will then respond with either an authentmatwindow, or an

authentication web form, where you can enter thmiaidtrator user name
(usually "root") and password. After successfuthantication, you will be

greeted with the Webmin index page. The type gindorm you receive

(either on a web page or in a popup window) depemndhe configuration of
the Webmin server. The differences between sesaighentication and
standard HTTP authentication will be discussed lmt¢his book. In general,
all of the web interface screens required to perf@ystem administration
have been previously discussed. However, OSVauitains a full suite of
system administration web tools that allow for Hert customization.
Documentation on the general system web interface€ontained in Section
10 of this document.
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The OSVault appliance allows for the use of commbne administration via
either Secure Shell (ssh) or TELNET. The command Interface is a full
LINUX command shell and can be used to set anyesystonfiguration, to
reconfigure hardware or to reinitialize the systeffhe command line interface
should be used with care, as it is possible tordgstata stored in the appliance if
the commands are used incorrectly.

& *( *%% |

| %

Mcstat is a command line program that locates ikary interface in the
appliance. The library interface has a name sschiev/sg0 and mcstat will
print out that name when run. Mcstat also prini$ imformation on the
library vendor and product string, as retrieved thia SCSI or Fibre Channel
interface, as well as the addressing informatiorthef library. The output
from mcstat is as follows:

# $%&'

$ ( )
$%8& % +&,-
" -

)$.

*

) (

In the above listing, the library attached to tipplence is an ASACA 250
slot DVD-RAM library. Since the library can be tialized or be missing
magazines, the storage element count is importamtthis case, there is a
standard dual picker, 250 slots for media in magegzbdf 50 each and 3 DVD-
RAM drives.

4

Readvol is a command line utility to report whidbts are occupied in the
tape library. Readvol will retrieve the hardwanwéntory from the library
and use that information to determine what medprésent. If media in the
library has been manually removed or added witpeatorming an “initelem”

command, the results reported by readvol will retbrrect.
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You need to use the identifier returned from mcatathe only argument to
readvol, for example /dev/sg3. A sample run oflvehis shown below:;

| * |

/0 1 $%&'
+&-2* 1 * &3
+&42 % 1 * )3
+&,.2 % | * $3
+&,2 % | * "3
+)&&2 * 1 * 43
H&)2 * | * %3
+&$2 * 1 * -3
H&" 2 * | * 43
H4-2 % 1% %83
H)HA2 X 1% )3
B2 5 1% %33

3
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The inventory command line utility is the overalloskhorse utility for
OSVault. Running inventory at any time will reloalli media present in the
library and make sure the OSVault directory ofiladoaded in the library is
correct.

An example of inventory output is shown below:

I o5% I "

/0 / 617 &&

1o ( 1
I $ !

8(( )*23 98(
* 4841 & *9* #E&&&)
* 4841 ) *O* #:88&$
* 481 & *O* #&&&"
* 481 ) *O* #&&&+
* 48,1 & *O* #8&&%
* 481 ) *O* #&&&-

You can see in the above example that “inventoay locate the order of tape
drives in the library by itself. It does this malling the first piece of media in
the library into each drive and then seeing whiclvedreports a “media
present” condition.



Chkconfig provides a simple command-line tool faimtaining the /etc/rc[0-
6].d directory hierarchy by relieving system admsirators of the task of
directly manipulating the numerous symbolic linkgliose directories.

This implementation of chkconfig was inspired by tthkconfig command
present in the IRIX operating system. Rather timaintaining configuration
information outside of the /etc/rc[0-6].d hierarchiyowever, this version
directly manages the symlinks in /etc/rc[0-6].d. hisT leaves all of the
configuration information regarding what servicast istarts in a single
location.

Chkconfig has five distinct functions: adding neervices for management,
removing services from management, listing the entristartup information

for services, changing the startup information dervices, and checking the
startup state of a particular service.

When chkconfig is run without any options, it desypd usage information. |If
only a service name is given, it checks to sekafgervice is configured to be
started in the current runlevel. If it is, chkdonfeturns true; otherwise it
returns false. The —level option may be used tee hehkconfig query an

alternative runlevel rather than the current one.

If either on, off, or reset is specified after #@vice name, chkconfig changes
the startup information for the specified servicEhe on and off flags cause
the service to be started or stopped, respectivialythe runlevels being
changed. The reset flag resets the startup infiwmdor the service to
whatever is specified in the init script in questio

By default, the on and off options affect only mnels 2, 3, 4, and 5, while
reset affects all of the runlevels. The —levelimptmay be used to specify
which runlevels are affected.

Note that for every service, each runlevel haseeith start script or a stop
script.  When switching runlevels, init will not-start an already-started
service, and will not re-stop a service that ismioning.

3
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Putaway is a command line utility to restore metgt is located in drives, or
in the import/export slot, back into a storage .sldit is actually a renamed
version of “inventory”, since “inventory” will peorm the same function prior
to starting the loading of media into drives. WHaventory” is renamed to
“putaway”, it will exit prior to starting the loagf media.

The format for putaway is
putaway -l /dev/sg3



where /dev/sg3 is the name of the library devicgdim the appliance. An
example follows:

( ;055 "
/0 1 $%&"
. -
( Lo+ % 4&,-

%

Initelem is a utility to tell the tape library tdheck each slot and see if media
is present. Due to the mechanical nature of chgckor media, a full
hardware initialization will take a moderate amoohfttime.  Initelem has
one argument, the device name of the library iatarfthat is returned by the
mcstat command. With no arguments, initelem wilentory the entire
library. Optionally, you can enter arguments tibelem to limit the number
of slots checked:

-s — Set the starting slot address to start chgek
-n — Check “n” slots then stop

* < 48, < %&

# $%&""
4$&8&&

%%
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Mm which is short for “move medium”, is a utilitp tmove a piece of media
within the tape library. The format of the “mm”romand is:

mm from to invert picker device

Where “from” is the library slot to move from; “ta% the library slot, drive or
import/export slot to move to; “invert” is a “1” (@aning to flip the media
during the move) or “0” (do not flip); “picker” ithe library picker to use to
move the media (use “0” for best results); and fdevis the library device
name inside the appliance (for example “/dev/sg3”).

Tape libraries do not support the flip option analttargument is ignored.

As an example, the following command will move thedia from the second
drive (slot 65) to the 10th storage slot (slot 4106ing the default picker



without flipping it, and then move it back agaifhe third command is an
error where there is no media in the drive:

+&,--%&& ! "

% +&,-&& ! "

% +&,-&& ! "
* (0

Sourceslot is a utility to display the slot thatiace of media belongs in. The
one argument required is a drive number (starttr@ aot 1) that has a piece
of media loaded into it. Running “sourceslot /ég® 0" will return the slot
number the library pulled the media from. Thedualing is an example of
three commands you can run to empty the media &airive, back to the slot
it came from.

*9
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The “tape_migration” command is used to copy filesn the “/cache” file
system to an appropriate tape cartridge based les given as arguments.
Usually, the “tape_migration” command is invokedrr the automatic job
scheduler, “cron”, so that files are periodicalgpied to removable media.

The “migration” command has several arguments;

-t# — Don't migrate files that are not at leastrhinutes old
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--source-name — The name of the file system rawicthry to search
for candidate files to relocate to optical media

--force-mig (or -f) — Migrate all files from the dche file system to
optical media without checking if the files are eldough;

--debug-level level — Print out different levels ioformation; valid
values for “level” are “critical”, “serious”, “erms, “warning”,
“debug”, and “everything” (Use “--debug-level evérng” to show
the most information.)

The default entry in the scheduler (cron) for migrrais:
&==== 5)&55 5 <
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The “purgé command is used tauncatdiles from the “/cache” file system

if the file is already copied to tape cartridge ahdpace is needed on the
/cache file system._Usually, the purgé command is invoked from the
automatic job scheduler, “cron”, so that the “/cgicfile system is emptied

frequently enough so that it does not fill compiete

The “purg€ command has several arguments:

-t# — Don'tpurgefiles that are not at least “#” minutes old

--source-name — The name of the file system romicthry to search
for candidate files to relocate to optical media

--low-water # — Don't stagurgingfiles from the “source-name” until
the file system that contains “source-name” hasentloan “#” percent
used.

--high-water — Stogurging files from “source-nanfewhen the file
system that contains “source-name” is less tharp&ttent used

--debug-level level — Print out different levels ioformation; valid
values for ‘“level” are “critical”, “serious”, “ermd, “warning”,
“debug”, and “everything” (Use “--debug-level evdnng” to show
the most information.)

The default entry in the scheduler (cron) for migrais:
&5%% % £==5)&55 5 55 5; "&55*;5; $&
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The “tape_stage” command called automatically ey dperating system to
restore files from tape cartridge back to hard dskhe when a file is opened
for reading.

Tape_stage can also be invoked manually from tinencand line to restore
files back into hard disk cache. You can resfides by file name (as they
would appear in the /cache directory) or by inodehber. The inode number
is an internally generated, unique number that weliq identifies the file,
even when renamed. The system uses this versiatagé to restore files;
users generally use the file name to restore a file

The syntax of a stage by filename might be:
tape_stage --filename /cache/userdata/music/reaprdp3
The syntax of a tape stage by inode number might be

tape_stage --inode 32

%! " 28! "

| 4 5 5 |
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Media to be imported must first be placed into thmport/Export slot (I/E
slot) in the tape library. Use the front paneltba library to insert the media
into the I/E slot. Refer to the tape library Usésnual on how to accomplish
this. The media must be inserted into the libBEFORE telling OSVault to
import it.

When importing media, OSVault will perform the fmlNing operations:

Check to see if media is present in the I/E slbthdt an error is
returned and processing of the import operatiopssto

Moves the piece of media to an unoccupied sloh@ntape library; if
no empty slots are available in the library an efsoreturned and
processing of the import operation stops

Update the database to show which media labeltisarslot

Indicate success of the operation when complete.

| 28! |

Exporting media from the library makes the filestbat media unavailable for
I/O in the OSVault appliance, so requests for fisthat media (or to files
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that were migrated from cache to that media) valult in an error being
returned to the requesting application.

Attempting to export media that is currently in use. mounted in an optical
drive, will probably fail with an error such as “bhount failed, device in use”.
If you receive this error, wait until the medianig longer in use and retry the
export operation.

To removed the media from the I/E slot after expgitrefer to the Tape
Library Users Manual for directions on use of titbedry front panel.

A

<
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If you open a web browser attp://10.1.1.2(the default OSVault IP address),
then select “OSVault Web Admin Interface”, thenesgl“Archive Mgt”, then
select “Import/Export”;

This screen can be used to import single piecesmeflia through the
import/export slot of the library. It is assuméat media being imported already
has a barcode label installed with the same VolNex@e specified in the screen.
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Once the media is inserted into the I/E slot (d@®va), click on the IMPORT
button on the web browser. This will move the pied media out of the
import/export slot, place it in an empty slot iretkibrary and update the
inventory of media.

(28! 5

Using the Library/Media Management screen in yoabwrowser, select the
media name that you wish to export. Clicking oe éxport button will then
start the media export process, which performg$dhewing operations:

The I/E slot in the library is checked to verifyathit is currently
empty, if it is occupied the export operation isvinated with an error
and the media selected for export remains in trary

The media is moved from its storage slot to thesltE

The database is updated to show that the media lisnger present in
the library

To remove the media from the I/E slot after expaytirefer to the Tape

Library Users Manual for directions on use of tifsedry front panel. A

<«
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Use the “importmedia” command to import media int® tape library.
Media to be imported must first be placed into thmport/Export slot (I/E
slot) in the tape library.

For example, to import a tape cartridge and puntid slot 4100, use the
following command after inserting the cartridgeoiihe import/export slot of
the tape library:

importmedia —store_slot 4100

This will move the piece of media out of the impexport slot in the library,

place it is slot 4100 and update the inventory efiia to show that the media
is now back in the library. The media is nameeisieved from the barcode
on the tape cartridge. Tape cartridges withoutdxdes or with unreadable
barcodes will not be imported, will be left in tH& slot and an error will be

returned from the importmedia command.
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To export media from the library, use the “exportiia& command. The
“exportmedia” command takes one argument whiclésmedia label on the
media, e.g. TAPEOOO7. To removed the media from Wik slot after

exporting, refer to the Tape Library Users Marfoaldirections on use of the
library front panel.

For example, to export the tape cartridge labela®HO007 from the library,
use the command:

exportmedia TAPEOOO7A

This will move the media from its storage slotte import/export slot in the
tape library and will update the OSVault inventtmyshow that TAPEOOOQ7 is
absent from the library.

| ' 4'54 '5%" % |

4/16/2007

OSVault will display the drive status of all drives the tape library in the
“Archive Mgt"/"Physical Library Mgt" screen of theweb-based admin
interface. If the checkbox for a particular drigechecked (“enabled”) then
that drive will be used by OSVault as an availabhiere to read or write
optical media.

If a drive were to become disabled (hardware failof some type), this will

interfere with the operation of OSVault. Until tHave can be repaired, you
can un-check the checkbox on the faulty drive aelécs “Update Drive

States” and the drive will no longer be used f@ téquests. After the drive
is repaired and placed back into service, simplgckhthe checkbox and
“Update Drive States” to start using the drive agaiKeep in mind that a
piece of media may become jammed in the faultyedaind be unavailable for
use by the system.

In general, it is best to repair hardware problamsoon as practical to avoid
interference with normal system operations.
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OSVault appears on your network as a Windows 2@d@es. The “cache” share
is automatically created when the appliance stapts Writing to the “cache”

share will always result in the files being creavechard disk first. After a period
of time, older files will be moved to optical mediad all further I/O operations
will work directly against the optical media.

If your Windows machine is on the same subnet as @SVault appliance, you
should now be able to connect to the OSVault sdoyeclicking on Start / Run
and typing:

\OSVAULT\pub

Mangling Method

Name mangling is a method where Windows allows lélemames to retain a
short filename equivalent. For example, C:\Progfides can also be referred to
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as C:\PROGRA~1. There are two algorithms availahéesh and hash2. If you
store a lot of files on your server, you can healpatoid name collisions by
adjusting your global parameter section with mamginethod = hash2. This is
set in the OSVault Advanced Web Interface.

Oplocks

Opportunistic locking essentially means that thentlis allowed to download and
cache the file on their hard drive while making mdpes; if a second client wants
to access the file, the first client receives aakrand must sync the file back to
the server. This can give significant performagas in some cases; in others,
some programs insist on syncing back the contentiseoentire file for a single
change. Levell Oplocks (aka just plain "oplockss) another term for
opportunistic locking.

Level2 Oplocks is a fancy way of saying that yoe @roviding opportunistic
locking for a file that will be treated as "readhdn Typically this is used on files
that are read-only or on files that the client hasintention to write to (at least,
not initially).

Kernel Oplocks are essentially a method that alldvesLinux kernel to co-exist
with Samba's oplocked files, although this is sifgplg things a bit. SGI IRIX
and Linux are the only two UNIX's that are oplockaae at the moment. Unless
your system supports kernel oplocks, you shouléhdés oplocks if you are
accessing the same files from both Unix/Linux anth&lients.

Regardless, oplocks should always be disabledufam sharing a database file
(e.g., Microsoft Access) between multiple clierds, any break the first client
receives will result in the entire file needing lte synced (not just the single
record), which will result in a noticeable performea delay and, more likely,
problems accessing the database in the first plalmably, Microsoft Outlook's
personal folders (*.pst) react very badly to opkcHf in doubt, disable oplocks
and tune your system from that point. If clientesicaching is desirable and
reliable on your network, you will benefit from ting on oplocks. If your
network is slow and/or unreliable, or you are siguyour files among other file
sharing mechanisms (e.g., NFS) or across a WANnuwitiple people will be
accessing the same files frequently, you probabily mot benefit from the
overhead of your client sending oplock breaks aiitlimstead want to disable
oplocks for the share. Another factor to considehe perceived performance of
file access. If oplocks provide no measurable dgemefit on your network, it
might not be worth the hassle of dealing with them.

| 1,952

Fortunately, both Windows 98 and Windows ME usergted passwords by
default. All that's left is to configure your Netvk properties in the Control
Panel. Make sure you have Client for Microsoft Waks and TCP/IP

installed along with your network adapter. If yeuhot using a DHCP server,
you'll probably need to configure the TCP/IP sgfsims well.
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Under the properties for Client for Microsoft Netks, check the box for Log
on to Windows NT domain and specify the domain ndhe your Samba
server is using. Finally, under the second tabl&bIdentification, give your
computer a unique name and specify the name ofwbrkgroup (which
should match the name of the domain, althoughtniatlg necessary).

[ e |

You'll need to enable TCP/IP on your system, ad aglconfigure a WINS
server, from the control panel. The IP addresshefWINS server should be
your OSVault appliance server (where the nmbdndeeis running). To
map a drive using the Windows GUI, open My Comput@n the toolbar are
many options; look for one that provides a listttimzludes the phrase Map
Network Drive (under Windows XP this option is undbe Tools menu).
Once selected, a new box will open up. In the ®bwx, click a drive letter
that you wish to use. In the Folder box, type phéh for the server and path
that you wish to connect to.

Alternately, from a Command Prompt, you can type:
NET USE F: \MYSERVER\PUB /YES

o (1=*

Before beginning, you should double-check to make your mount program is
new enough (version 2.10m if you want to use Ver&8dNFS), and that the client
machine supports NFS mounting, though most standistdbutions do. If you
are using a 2.2 or later kernel with the /procsfjitem you can check the latter by
reading the file /proc/filesystems and making shege is a line containing nfs. If
not, typinginsmod nfsmay make it magically appear if NFS has been cladpi
as a module; otherwise, you will need to build domwnload) a kernel that has
NFS support built in. In general, kernels thatrad have NFS compiled in will
give a very specific error when thaount command below is run.

To begin using a machine as an NFS client, younveéld the portmapper running
on that machine; and to use NFS file locking, yadll aso needrpc.statd and
rpc.lockd running on both the client and the server. Mesient distributions
start those services by default at boot time.

With portmap, lockd, andstatd running, you should now be able to mount the
remote directory from your server just the way yoount a local hard drive, with
the mount command. Suppose our server is cd@l8¥aulf and we want to
mount the /cache directory @favel.foo.com Then all we have to do from the
root prompt orslavel.foo.comns type:

mount OSVault:/cache /mnt/home

and the directory /cache on master will appearhasdirectory /mnt/home on
slavel (Note that this assumes we have created thetdige/mnt/home as an
empty mount point beforehand.)
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You can get rid of the file system just like youwdafor a local file system,

by

typing:
umount /mnt/home

"- 4 5 & % & %

NFS file systems can be added to your /etc/fstigbtiie same way local file
systems can, so that they mount when your systamsstip. The only
difference is that the file system type will be g&ebfs and the dump and fsck
order (the last two entries) will have to be sezépo. So for our example
above, the entry in /etc/fstab would look like:

none 10.1.1.2:/cache /OSVAULT_CACHEfs ndefaults 00

See the manual pages (using tiencommand) fofstabif you are unfamiliar
with the syntax of this file. If you are using aotomounter such as amd or
autofs, the options in the corresponding fieldyafir mount listings should
look very similar if not identical.

At this point you should have NFS working, thougfewa tweaks may still be
necessary to get it to work well.

4 5 "
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There are some options you should consider addinoga. They govern the
way the NFS client handles a server crash or nétworage. One of the cool
things about NFS is that it can handle this grdbgefif you set up the clients
correctly. There are two distinct failure modes:

soft

If a file request fails, the NFS client will repah error to the process on the
client machine requesting the file access. Soragrams can handle this with
composure, most won't. We do not recommend udimg) detting; it is a
recipe for corrupted files and lost data. You dt@specially not use this for
mail disks, if you value your mail.

hard

The program accessing a file on an NFS mountedsyjigem will hang when
the server crashes. The process cannot be intedrap killed (except by a
"sure kill"') unless you also speciigtr. When the NFS server is back online
the program will continue undisturbed from wherevis. We recommend
usinghard,intr on all NFS mounted file systems.

Picking up from the previous example, the fstalyewbuld now look like:
! ( 50 ( ( 8
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Thersize andwsize mount options specify the size of the blocks dhdhat
the client and server pass back and forth.

The defaults may be too big or to small; thereasize that works well on all,
or most, setups. On the one hand, some combiatibhinux kernels and
network cards (largely on older machines) cannodleblocks greater than
128Kbytes. On the other hand, if they can harallgdr blocks, a bigger size
might be faster.

Getting the block size right is an important facterperformance and is a
must if you are planning to use the NFS serverpnaaluction environment.

0o * |

Not yet tested.
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Not yet tested.
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OS X supports both the Network File System andateS (Windows) Share.

If you wish to access the OSVault appliance via ®ES protocol, first make
sure that you've enabled SMB support in the MasimtiDirectory Access Ultility
(in the Applications/Utility folder). Select SMBnd then click Configure. You
can now enter in your preferred workgroup and Wk¢8ser information. Next,
activate the Finder (e.g., click on the Finder liee tDock). Select Go, then
Connect to Server. In the Server Address fieldetyn your server address. For
example:

smb://OSVAULT/CACHE
After clicking Connect, you may be prompted for yauthentication.

00.. =*

Not yet tested.
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The OSVAULT appliance supports a configuration optito make the library
automatically copy data on tape cartridges to arsgcartridge. This is usually done
to either export a copy of your data to an extetoehtion or to guard against tape
media failure. Keep in mind that configuring thestem to make copies of all tapes
in a library will reduce your overall online tap®iage space in half.

Automatic tape copies in an OSVAULT appliance amalded by removing the
comment header “#” from the command line in thendite. This can be done from a
command line with the “crontab —e” command, editing files and saving it back out
again. The editor that “crontab —e” invokes is, thgfault, the “vim” editor,
sometimes also called “vi".

For example, when first installed, the cron filetans the following line:
# 0 23 * * * Jusr/sbin/tape_copy —auto

If you remove the “#” from this line, the tape_copsgogram will run every night at
11pm and will make a copy of any media that chardyethg the previous day. So if
you wrote two tape cartridges during the day, #pet copy program will find two
unused cartridges in the library and copy the datthe copy tapes. The database
will be updated to show that these tapes are cognek not available for future
migration jobs.

The list of tapes that are marked as copies ofrotiges can be listed from the
command line with the “tape_copy_list” command.

% & !

According to the schedule set in the “cron” scheduh backup will run
periodically (at 1am by default) where the cachedatory will be backed up to
the first piece of tape media in the library. Alsacked up at this time is certain
system configuration information.

The purpose of the backup is to enable the resoraff operation after a hard
disk failure without needing to full read all medimathe tape library. Even if the
backup media is not used, it is possible to redfwedull system operation after a
hard disk failure by reinstalling the system softvaand performing a full
inventory.

The automatic backup does not make a copy of thehé file system data, so
migration must run frequently enough to ensure ttah is stored on the tape
media. If migration is running less frequently,ifoa higher level of reliability is
required, then the /cache file system should beeplaon a RAID hard drive
system with RAID-1 or RAID-5 level configured. O&Mt has been tested with
LINUX software RAID (MD driver), the 3Ware 9xxx ses RAID controllers,
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Engenio RAID systems (marketed by STK, SGI, and )BiMe Xyratex RAID
systems (with Chaparral RAID controllers) and thstdd RAID systems.

# 3 & !

The backup on the first optical media is a “tal fihat needs to be restored via
the command line interface with the following conms:

mcstat

putaway 0

mm 4096 64 0 0 /dev/sg3
tar xvf /dev/st2

The above steps assume that /dev/st2 is the nathe @fst drive (topmost) in the
library. /dev/sg3 is assumed to be the device nafitiee library interface.

< 4 / 1& % 1

For more detail on the more advanced GUI interfaceeens, see the OSVault
Advanced Web Adminstration Manual.
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